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Chapter 1

Smart card

Contact-type smart cards may have many different contact pad
layouts, such as these SIMs

Carte Vitale, the smart card used for health insurance in France

A smart card, chip card, or integrated circuit card
(ICC) is any pocket-sized card with embedded integrated
circuits. Smart cards are made of plastic, generally
polyvinyl chloride, but sometimes polyethylene tereph-

thalate based polyesters, acrylonitrile butadiene styrene
or polycarbonate. Since April 2009, a Japanese company
has manufactured reusable financial smart cards made
from paper.[1]

Smart cards can provide identification, authentication,
data storage and application processing.[2] Smart cards
may provide strong security authentication for single sign-
on (SSO) within large organizations.

1.1 History

1.1.1 Invention

In 1968 and 1969 German electrical engineers Helmut
Gröttrup and Jürgen Dethloff jointly filed patents for the
automated chip card (for details see page of Helmut Gröt-
trup). French inventor Roland Moreno[3] patented the
memory card concept[4] in 1974. An important patent
for smart cards with a microprocessor and memory as
used today was filed by Jürgen Dethloff in 1976 and
granted as USP 4105156 in 1978.[5] In 1977, Michel
Ugon from Honeywell Bull invented the first micropro-
cessor smart card. In 1978, Bull patented the SPOM
(self-programmable one-chip microcomputer) that de-
fines the necessary architecture to program the chip.
Three years later, Motorola used this patent in its “CP8”.
At that time, Bull had 1,200 patents related to smart
cards. In 2001, Bull sold its CP8 division together with
its patents to Schlumberger, who subsequently combined
its own internal smart card department and CP8 to cre-
ate Axalto. In 2006, Axalto and Gemplus, at the time the
world’s top two smart card manufacturers, merged and
became Gemalto. In 2008 Dexa Systems spun off from
Schlumberger and acquired Enterprise Security Services
business, which included the smart card solutions divi-
sion responsible for deploying the first large scale public
key infrastructure (PKI) based smart card management
systems.
The first mass use of the cards was as a telephone card for
payment in French pay phones, starting in 1983.
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2 CHAPTER 1. SMART CARD

1.1.2 Carte Bleue

After the Télécarte, microchips were integrated into all
French Carte Bleue debit cards in 1992. Customers in-
serted the card into the merchant’s POS terminal, then
typed the PIN, before the transaction was accepted. Only
very limited transactions (such as paying small highway
tolls) are processed without a PIN.
Smart-card-based "electronic purse" systems store funds
on the card so that readers do not need network connec-
tivity. They entered European service in the mid-1990s.
They have been common in Germany (Geldkarte),
Austria (Quick Wertkarte), Belgium (Proton), France
(Moneo[6]), the Netherlands (Chipknip Chipper (de-
commissioned in 2001)), Switzerland (“Cash”), Norway
("Mondex"), Sweden (“Cash”, decommissioned in 2004),
Finland (“Avant”), UK (“Mondex”), Denmark (“Dan-
mønt”) and Portugal (“Porta-moedas Multibanco”).
Since the 1990s, smart-cards have been the SIMs used in
European GSMmobile phone equipment. Mobile phones
are widely used in Europe, so smart cards have become
very common.

1.1.3 EMV

For more details on this topic, see EMV.

EMV (Europay MasterCard Visa) compliant cards and
equipment are widespread except in a few countries such
as the United States. Typically, a country’s national pay-
ment association, in coordination with MasterCard Inter-
national, Visa International, American Express and JCB,
jointly plan and implement EMV systems.
Historically, in 1993 several international payment com-
panies agreed to develop smart-card specifications for
debit and credit cards. The original brands were
MasterCard, Visa, and Europay. The first version of the
EMV system was released in 1994. In 1998 the specifi-
cations became stable.
EMVCo maintains these specifications. EMVco’s pur-
pose is to assure the various financial institutions and re-
tailers that the specifications retain backward compatibil-
ity with the 1998 version. EMVco upgraded the specifi-
cations in 2000 and 2004.[7]

EMV compliant cards were accepted into the United
States in 2014. MasterCard was the first company that
has been allowed to use the technology in the United
States. In addition, Chase Bank has also received a con-
tract to use the technology on some of their newer credit
card plans. The United States has felt pushed to use the
technology because of the increase in identity theft. The
credit card information stolen from Target in late 2013
was one of the largest indicators that it American credit
card information is not safe. Target has made the deci-
sion on April 30th, 2014 that they are going to try and

implement the smart chip technology in order to protect
themselves from future credit card identity theft.
Before 2014, the general consensus in America was that
there was enough security measures to avoid credit card
theft and that the smart chip was not necessary. The cost
of the smart chip technology is excessive, which is why
most of the corporations do not want to pay for it in the
United States. The debate will come when it online credit
theft insecure enough for the United States to invest in the
technology. A pro to switching to the smart chip technol-
ogy is that when trying to purchase internationally using
credit cards, having the smart chip will make it easier be-
cause everyone else has already implemented the technol-
ogy.

1.1.4 Development of contactless systems

Contactless smart cards do not require physical contact
between a card and reader. They are becomingmore pop-
ular for payment and ticketing. Typical uses include mass
transit and motorway tolls. Visa and MasterCard im-
plemented a version deployed in 2004–2006 in the U.S.
Most contactless fare collection systems are incompati-
ble, though the MIFARE Standard card from NXP Semi-
conductors has a considerable market share in the US and
Europe.
Smart cards are also being introduced for identification
and entitlement by regional, national, and international
organizations. These uses include citizen cards, drivers’
licenses, and patient cards. In Malaysia, the compulsory
national ID MyKad enables eight applications and has 18
million users. Contactless smart cards are part of ICAO
biometric passports to enhance security for international
travel.

1.2 Design

A smart card may have the following generic characteris-
tics:

• Dimensions similar to those of a credit card. ID-1
of the ISO/IEC 7810 standard defines cards as nom-
inally 85.60 by 53.98 millimetres (3.370 in × 2.125
in). Another popular size is ID-000 which is nom-
inally 25 by 15 millimetres (0.984 in × 0.591 in)
(commonly used in SIM cards). Both are 0.76 mil-
limetres (0.030 in) thick.

• Contains a tamper-resistant security system (for ex-
ample a secure cryptoprocessor and a secure file sys-
tem) and provides security services (e.g., protects
in-memory information).

• Managed by an administration system which se-
curely interchanges information and configuration
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settings with the card, controlling card blacklisting
and application-data updates.

• Communicates with external services via card-
reading devices, such as ticket readers, ATMs, DIP
reader, etc.

1.2.1 Contact smart cards

Active Chip Side

Chip Adhesive

Chip

Metal Contacts

Card Body
Encapsulation

Substrate
Bond Wire

Hotmelt

Illustration of smart card structure and packaging

Smart card reader on a laptop

Contact smart cards have a contact area of approximately
1 square centimetre (0.16 sq in), comprising several gold-
plated contact pads. These pads provide electrical con-
nectivity when inserted into a reader,[9] which is used as
a communications medium between the smart card and a
host (e.g., a computer, a point of sale terminal) or a mo-
bile telephone. Cards do not contain batteries; power is
supplied by the card reader.
The ISO/IEC 7810 and ISO/IEC 7816 series of standards
define:

• physical shape and characteristics

• electrical connector positions and shapes

• electrical characteristics

• communications protocols, including commands
sent to and responses from the card

• basic functionality

C1–VCC

C2–RST

C3–CLK

C4–    

C5–GND

C6–VPP

C7–I/O

C8–    

A smart card pinout. VCC: Power supply. RST: Reset signal,
used to reset the card’s communications. CLK: Provides the card
with a clock signal, from which data communications timing
is derived. GND: Ground (reference voltage). VPP: ISO/IEC
7816-3:1997 designated this as a programming voltage: an in-
put for a higher voltage to program persistent memory (e.g.,
EEPROM). ISO/IEC 7816-3:2006 designates it SPU, for either
standard or proprietary use, as input and/or output. I/O: Se-
rial input and output (half-duplex). C4, C8: The two remain-
ing contacts are AUX1 and AUX2 respectively, and used for
USB interfaces and other uses.[8] However, the usage defined in
ISO/IEC 7816-2:1999/Amd 1:2004 may have been superseded
by ISO/IEC 7816-2:2007.

Because the chips in financial cards are the same as those
used in subscriber identity modules (SIMs) in mobile
phones, programmed differently and embedded in a dif-
ferent piece of PVC, chip manufacturers are building to
the more demanding GSM/3G standards. So, for exam-
ple, although the EMV standard allows a chip card to
draw 50 mA from its terminal, cards are normally well
below the telephone industry’s 6 mA limit. This allows
smaller and cheaper financial card terminals.
Communication protocols for contact smart cards include
T=0 (character-level transmission protocol, defined in
ISO/IEC 7816-3) and T=1 (block-level transmission pro-
tocol, defined in ISO/IEC 7816-3).

1.2.2 Contactless smart cards

Main article: Contactless smart card

A second card type is the contactless smart card, in which
the card communicates with and is powered by the reader
through RF induction technology (at data rates of 106–
848 kbit/s). These cards require only proximity to an an-
tenna to communicate. Like smart cards with contacts,
contactless cards do not have an internal power source.
Instead, they use an inductor to capture some of the inci-
dent radio-frequency interrogation signal, rectify it, and
use it to power the card’s electronics.
APDU transmission via a contactless interface is defined
in ISO/IEC 14443−4.
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A hybrid smart card which clearly shows the antenna connected
to the main chip

1.2.3 Hybrids

Dual-interface cards implement contactless and contact
interfaces on a single card with some shared storage
and processing. An example is Porto's multi-application
transport card, called Andante, which uses a chip with
both contact and contactless (ISO/IEC 14443 Type B)
interfaces.

1.3 Applications

1.3.1 Financial

Smart cards serve as credit or ATM cards, fuel cards, mo-
bile phone SIMs, authorization cards for pay television,
household utility pre-payment cards, high-security iden-
tification and access-control cards, and public transport
and public phone payment cards.
Smart cards may also be used as electronic wallets. The
smart card chip can be “loaded” with funds to pay parking
meters, vending machines or merchants. Cryptographic
protocols protect the exchange of money between the
smart card and the machine. No connection to a bank is
needed. The holder of the card may use it even if not the
owner. Examples are Proton, Geldkarte, Chipknip and
Moneo. The German Geldkarte is also used to validate
customer age at vending machines for cigarettes.
Main articles: Contactless smart card and Credit card

These are the best known payment cards (classic plastic
card):

• Visa: Visa Contactless, Quick VSDC, “qVSDC”,
Visa Wave, MSD, payWave

• MasterCard: PayPass Magstripe, PayPass MChip

• American Express: ExpressPay

• Discover: Zip

Roll-outs started in 2005 in the U.S. Asia and Europe fol-
lowed in 2006. Contactless (non-PIN) transactions cover
a payment range of ~$5–50. There is an ISO/IEC 14443
PayPass implementation. Some, but not all PayPass im-
plementations conform to EMV.
Non-EMV cards work like magnetic stripe cards. This
is common in the U.S. (PayPass Magstripe and VISA
MSD). The cards do not hold or maintain the account
balance. All payment passes without a PIN, usually in
off-line mode. The security of such a transaction is no
greater than with a magnetic stripe card transaction.
EMV cards can have either contact or contactless inter-
faces. They work as if they were a normal EMV card
with a contact interface. Via the contactless interface
they work somewhat differently, in that the card com-
mands enabled improved features such as lower power
and shorter transaction times.

1.3.2 SIM

The subscriber identity modules used in mobile-phone
systems are reduced-size smart cards, using otherwise
identical technologies.

1.3.3 Identification

Smart-cards can authenticate identity. Usually, they em-
ploy a public key infrastructure (PKI). The card stores an
encrypted digital certificate issued from the PKI provider
along with other relevant information. Examples include
the U.S. Department of Defense (DoD) Common Access
Card (CAC), and other cards used by other governments
for their citizens. If they include biometric identification
data, cards can provide superior two- or three-factor au-
thentication.
Smart cards are not always privacy-enhancing, because
the subject may carry incriminating information on the
card. Contactless smart cards that can be read from
within a wallet or even a garment simplify authentication;
however, criminals may access data from these cards.
Cryptographic smart cards are often used for single sign-
on. Most advanced smart cards include specialized cryp-
tographic hardware that uses algorithms such as RSA and
DSA. Today’s cryptographic smart cards generate key
pairs on board, to avoid the risk from having more than
one copy of the key (since by design there usually isn't
a way to extract private keys from a smart card). Such
smart cards are mainly used for digital signatures and se-
cure identification.
The most common way to access cryptographic smart
card functions on a computer is to use a vendor-provided
PKCS#11 library. On Microsoft Windows the CSP API
is also supported.
The most widely used cryptographic algorithms in smart
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cards (excluding the GSM so-called “crypto algorithm”)
are Triple DES and RSA. The key set is usually loaded
(DES) or generated (RSA) on the card at the personal-
ization stage.
Some of these smart cards are also made to support the
NIST standard for Personal Identity Verification, FIPS
201.
Turkey implemented the first smart card driver’s license
system in 1987. Turkey had a high level of road acci-
dents and decided to develop and use digital tachograph
devices on heavy vehicles, instead of the existing me-
chanical ones, to reduce speed violations. Since 1987,
the professional driver’s licenses in Turkey have been is-
sued as smart cards. A professional driver is required to
insert his driver’s license into a digital tachograph before
starting to drive. The tachograph unit records speed vi-
olations for each driver and gives a printed report. The
driving hours for each driver are also being monitored
and reported. In 1990 the European Union conducted a
feasibility study through BEVAC Consulting Engineers,
titled “Feasibility study with respect to a European elec-
tronic drivers license (based on a smart-card) on behalf
of Directorate General VII”. In this study, chapter seven
describes Turkey’s experience.
Argentina’s Mendoza province began using smart card
driver’s licenses in 1995. Mendoza also had a high level
of road accidents, driving offenses, and a poor record of
recovering fines. Smart licenses hold up-to-date records
of driving offenses and unpaid fines. They also store per-
sonal information, license type and number, and a pho-
tograph. Emergency medical information such as blood
type, allergies, and biometrics (fingerprints) can be stored
on the chip if the card holder wishes. The Argentina gov-
ernment anticipates that this system will help to collect
more than $10 million per year in fines.
In 1999 Gujarat was the first Indian state to introduce a
smart card license system.[10] As of 2005, it has issued 5
million smart card driving licenses to its people.[11]

In 2002, the Estonian government started to issue smart
cards named ID Kaart as primary identification for cit-
izens to replace the usual passport in domestic and EU
use. As of 2010 about 1 million smart cards have been
issued (total population is about 1.3 million) and they are
widely used in internet banking, buying public transport
tickets, authorization on various websites etc.
By the start of 2009 the entire population of Spain and
Belgium will have an eID card that is used for identifica-
tion. These cards contain two certificates: one for authen-
tication and one for signature. This signature is legally
enforceable. More and more services in these countries
use eID for authorization.[12][13]

After August 14, 2012, the ID card of Pakistan will be re-
placed. The Smart Card is a third generation chip-based
identity document that is produced according to interna-
tional standards and requirements. The card has over 36

physical security features and has the latest encryption
codes. This smart card will also replace the NICOP (the
ID card for overseas Pakistani).
Smart cards may identify emergency responders and their
skills. Cards like these allow first responders to bypass
organizational paperwork and focus more time on the
emergency resolution. In 2004, The Smart Card Al-
liance expressed the needs: “to enhance security, in-
crease government efficiency, reduce identity fraud, and
protect personal privacy by establishing a mandatory,
Government-wide standard for secure and reliable forms
of identification”.[14] emergency response personnel can
carry these cards to be positively identified in emergency
situations. WidePoint Corporation, a smart card provider
to FEMA, produces cards that contain additional personal
information, such as medical records and skill sets.
In 2007, the Open Mobile Alliance (OMA) proposed
a new standard defining V1.0 of the Smart Card Web
Server (SCWS), an HTTP server embedded in a SIM
card intended for a smartphone user.[15] The non-profit
trade association SIMalliance has been promoting the
development and adoption of SCWS. SIMalliance states
that SCWS offers end-users a familiar, OS-independent,
browser-based interface to secure, personal SIM data. As
of mid-2010, SIMalliance had not reported widespread
industry acceptance of SCWS.[16] The OMA has been
maintaining the standard, approving V1.1 of the standard
in May 2009, and V1.2 is expected to be approved in Oc-
tober 2012.[17]

1.3.4 Public transit

Main article: List of smart cards

Smart cards and integrated ticketing are used by many
public transit operators. Card users may also make small
purchases using the cards. Some operators offer points
for usage, exchanged at retailers or for other benefits.[18]
Examples include Los Angeles’s TAP card, Singapore’s
CEPAS, Hong Kong’s Octopus Card, London’s Oyster
Card, Dublin’s Leap card, Brussels’ MoBIB, Québec’s
OPUS card, San Francisco’s Clipper card, Auckland’s AT
Hop, Brisbane’s go card and Sydney’s Opal card. How-
ever, these present a privacy risk because they allow the
mass transit operator (and the government) to track an in-
dividual’s movement. In Finland, for example, the Data
Protection Ombudsman prohibited the transport operator
Helsinki Metropolitan Area Council (YTV) from collect-
ing such information, despite YTV’s argument that the
card owner has the right to a list of trips paid with the
card. Earlier, such information was used in the investiga-
tion of the Myyrmanni bombing.
The UK’s Department for Transport mandated smart
cards to administer travel entitlements for elderly and dis-
abled residents. These schemes let residents use the cards
for more than just bus passes. They can also be used for
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taxi and other concessionary transport. One example is
the “Smartcare go” scheme provided by Ecebs.[19] The
UK systems use the ITSO_Ltd specification.

1.3.5 Computer security

Smart cards can be used as a security token.
The Mozilla Firefox web browser can use smart cards to
store certificates for use in secure web browsing.[20]

Some disk encryption systems, such as Microsoft’s
BitLocker, can use smart cards to securely hold encryp-
tion keys, and also to add another layer of encryption to
critical parts of the secured disk.
GnuPG, the well known encryption suite, also supports
storing keys in a smart card.[21]

Smart cards are also used for single sign-on to log on to
computers.

1.3.6 Schools

Smart cards are being provided to students at schools and
colleges.[22][23][24] Uses include:

• Tracking student attendance

• As an electronic purse, to pay for items at canteens,
vending machines, laundry facilities, etc...

• Tracking and monitoring food choices at the can-
teen, to help the student maintain a healthy diet

• Tracking loans from the school library

• Access control for admittance to restricted build-
ings, dormitories, and other facilities. This require-
ment may be enforced at all times (such as for a
laboratory containing valuable equipment), or just
during after-hours periods (such as for an academic
building that is open during class times, but re-
stricted to authorized personnel at night), depending
on security needs.

• Access to transportation services

1.3.7 Healthcare

Smart health cards can improve the security and pri-
vacy of patient information, provide a secure carrier for
portable medical records, reduce health care fraud, sup-
port new processes for portable medical records, provide
secure access to emergency medical information, enable
compliance with government initiatives (e.g., organ do-
nation) and mandates, and provide the platform to im-
plement other applications as needed by the health care
organization.[25]

1.3.8 Other uses

Smart cards are widely used to protect digital television
streams. VideoGuard is a specific example of how smart
card security worked.

1.3.9 Multiple-use systems

The Malaysian government promotes MyKad as a single
system for all smart-card applications. MyKad started
as identity cards carried by all citizens and resident non-
citizens. Available applications now include identity,
travel documents, drivers license, health information, an
electronic wallet, ATM bank-card, public toll-road and
transit payments, and public key encryption infrastruc-
ture. The personal information inside the MYKAD card
can be read using special APDU commands.[26]

1.4 Security

Main article: Smart card security

Smart cards have been advertised as suitable for per-
sonal identification tasks, because they are engineered to
be tamper resistant. The chip usually implements some
cryptographic algorithm. There are, however, several
methods for recovering some of the algorithm’s internal
state.
Differential power analysis involves measuring the pre-
cise time and electrical current required for certain en-
cryption or decryption operations. This can deduce the
on-chip private key used by public key algorithms such
as RSA. Some implementations of symmetric ciphers can
be vulnerable to timing or power attacks as well.
Smart cards can be physically disassembled by using acid,
abrasives, or some other technique to obtain unrestricted
access to the on-board microprocessor. Although such
techniques obviously involve a fairly high risk of perma-
nent damage to the chip, they permit much more detailed
information (e.g. photomicrographs of encryption hard-
ware) to be extracted.

1.5 Benefits

The benefits of smart cards are directly related to the
volume of information and applications that are pro-
grammed for use on a card. A single contact/contactless
smart card can be programmed with multiple banking
credentials, medical entitlement, driver’s license/public
transport entitlement, loyalty programs and club mem-
berships to name just a few. Multi-factor and proxim-
ity authentication can and has been embedded into smart
cards to increase the security of all services on the card.
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For example, a smart card can be programmed to only
allow a contactless transaction if it is also within range of
another device like a uniquely paired mobile phone. This
can significantly increase the security of the smart card.
Governments and regional authorities save money be-
cause of improved security, better data and reduced pro-
cessing costs. These savings help reduce public bud-
gets or enhance public services. There are many exam-
ples in the UK, many using a common open LASSeO
specification.[27]

Individuals have better security and more convenience
with using smart cards that perform multiple services.
For example, they only need to replace one card if their
wallet is lost or stolen. The data storage on a card can
reduce duplication, and even provide emergency medical
information.

1.6 Problems

The plastic card in which the chip is embedded is fairly
flexible. The larger the chip, the higher the probability
that normal use could damage it. Cards are often car-
ried in wallets or pockets, a harsh environment for a chip.
However, for large banking systems, failure-management
costs can be more than offset by fraud reduction.
If the account holder’s computer hosts malware, the smart
card security model may be broken. Malware can over-
ride the communication (both input via keyboard and out-
put via application screen) between the user and the ap-
plication. Man-in-the-browser malware (e.g. the trojan
Silentbanker) could modify a transaction, unnoticed by
the user. Banks like Fortis and Belfius in Belgium and
Rabobank ("random reader") in the Netherlands combine
a smart card with an unconnected card reader to avoid this
problem. The customer enters a challenge received from
the bank’s website, a PIN and the transaction amount into
the reader, The reader returns an 8-digit signature. This
signature is manually entered into the personal computer
and verified by the bank, preventingmalware from chang-
ing the transaction amount.
Smart cards have also been the targets of security attacks.
These attacks range from physical invasion of the card’s
electronics, to non-invasive attacks that exploit weak-
nesses in the card’s software or hardware. The usual goal
is to expose private encryption keys and then read and
manipulate secure data such as funds. Once an attacker
develops a non-invasive attack for a particular smart card
model, he is typically able to perform the attack on other
cards of that model in seconds, often using equipment
that can be disguised as a normal smart card reader.[28]
While manufacturers may develop new card models with
additional security, it may be costly or inconvenient for
users to upgrade vulnerable systems. Tamper-evident and
audit features in a smart card system help manage the
risks of compromised cards.

Another problem is the lack of standards for functionality
and security. To address this problem, The Berlin Group
launched the ERIDANE Project to propose “a new func-
tional and security framework for smart-card based Point
of Interaction (POI) equipment”.[29]

1.7 See also
• Access badge

• ATM card

• Debit card

• BasicCard

• Credit card

• Keycard lock

• List of smart cards

• Proximity card

• Transit pass

• Travel card

Other

• Access control

• Biometric passport

• Card printer

• Electronic money

• GlobalPlatform

• Identity document

• Java Card

• MULTOS

• Open Smart Card Development Platform

• Payment Card Industry Data Security Standard

• Radio-frequency identification

• Self-service

• Security engineering

• SNAPI

1.8 Further reading
• Rankl, W.; W. Effing (1997). Smart Card Hand-
book. John Wiley & Sons. ISBN 0-471-96720-3.

• Guthery, Scott B.; Timothy M. Jurgensen (1998).
SmartCard Developer’s Kit. Macmillan Technical
Publishing. ISBN 1-57870-027-2.
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Chapter 2

Oyster card

TheOyster card is a form of electronic ticketing used on
public transport in Greater London in the United King-
dom. It is promoted by Transport for London and is valid
on travel modes across London including London Un-
derground, London Buses, the Docklands Light Railway
(DLR), London Overground, trams, some river boat ser-
vices, and most National Rail services within the London
fare zones.
A standard Oyster card is a blue credit-card-sized stored-
value contactless smartcard that can hold single tickets,
period tickets and travel permits, which must be added
to the card before travel. Passengers touch it on an elec-
tronic reader when entering and leaving the transport sys-
tem in order to validate it or deduct funds. Cards may
be “topped-up” by recurring payment authority, by online
purchase, at credit card terminals or by cash, the last two
methods at stations or ticket offices. The card is designed
to reduce the number of transactions at ticket offices and
the number of paper tickets. Usage is encouraged by of-
fering substantially cheaper fares than with cash[2] though
the acceptance of cash is being phased out. On London
buses, cash is no longer accepted.
The card was first issued to the public in July 2003 with
a limited range of features and there continues to be a
phased introduction of further functions. By June 2012,
over 43 million Oyster cards had been issued and more
than 80% of all journeys on public transport in London
were made using the card.[3]

As part of TfL’s 'Future Ticketing Programme' the Oys-
ter card platform is due to be replaced by a contactless
payment card system by June 2015.[4]

2.1 Background

2.1.1 Operator

The Oyster card was set up under a Private Finance Ini-
tiative (PFI) contract between TfL and TranSys, a con-
sortium of suppliers that included EDS and Cubic Trans-
portation Systems (responsible for day-to-day manage-
ment) and Fujitsu and WS Atkins (shareholders with no
active involvement).[5] The £100 million contract was

signed in 1998 for a term of 17 years until 2015 at a total
cost of £1.1 billion.[6]

In August 2008, TfL decided to exercise a break option in
the contract to terminate it in 2010, five years early. This
followed a number of technical failures.[7] TfL stated that
the contractual break was to reduce costs, not connected
to the system failures.[8] In November 2008 a new con-
tract was announced between TfL and Cubic and EDS
for two of the original consortium shareholders to run the
system from 2010 until 2013.[9]

2.1.2 Brand

The Oyster name was agreed on after a lengthy period of
research managed by TranSys and agreed by TfL. Several
names were considered, and Oyster was chosen as a fresh
approach that was not directly linked to transport, ticket-
ing or London. According to Andrew McCrum, now of
Appella brand name consultants, who was brought in to
find a name by Saatchi and Saatchi Design (contracted by
TranSys), Oyster was conceived and promoted because
of the metaphorical implications of security and value in
the component meanings of the hard bivalve shell and the
concealed pearl, the association of London and the River
Thames with oysters, and the well-known travel-related
idiom "the world is your oyster".
The intellectual property rights to the Oyster brand origi-
nally belonged to Transys. Following the renegotiation of
the operating contract in 2008, TfL sought to retain the
right to use the Oyster brand after the termination of its
partnership with Transys,[9][10] eventually acquiring the
rights to the brand in 2010 at a cost of £1 million.[11]

2.1.3 Technology

The Oyster card has a claimed proximity range of about
80 mm (3 inches). The card operates as a RFID sys-
tem and is compatible with ISO/IEC 14443 types A and
B. Oyster readers can also read other types of cards in-
cluding Cubic Go-Cards. From its inception until Jan-
uary 2010, Oyster cards were based on NXP/Philips'
MIFARE Classic 1k chips provided by Giesecke & De-
vrient, Gemalto and SchlumbergerSema.[12] Since De-
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A damaged card, revealing the microchip in the lower right cor-
ner and the aerial running around the edge of the card.

cember 2009 all new Oyster cards useMIFAREDESFire
EV1 chips. From February 2010MIFAREClassic-based
Oyster cards were no longer issued.[13] MIFARE DES-
Fire cards are now widely used as transport smartcards.
MIFAREClassic chips, on which the original Oyster card
was based, are hard-wired logic smartcards, meaning that
they have limited computing power designed for a specific
task. The MIFARE DESFire chips used on the new Oys-
ter card are CPUs with much more sophisticated security
features and more complex computation power. They
are activated only when they are in an electromagnetic
field compatible with ISO/IEC 14443 type A, provided
by Oyster readers. The readers read information from
the cards, calculate whether to allow travel, assess any fare
payable and write back information to the card. Some ba-
sic information about the MIFARE Classic or MIFARE
DESFire chip can be read by any ISO/IEC 14443 type A
compatible reader, but Oyster-specific information can-
not be read without access to the encryption used for the
Oyster system. While it has been suggested that a good
reader could read personal details from a distance, there
has been no evidence of anyone being able to decrypt
Oyster information. By design the cards do not carry any
personal information. Aluminium shielding has been sug-
gested to prevent any personal data from being read.[14]

Oyster uses a distributed settlement framework. All
transactions are settled between the card and reader alone.
Readers transmit the transactions to the back office in
batches but there is no need for this to be done in real
time. The back office acts mainly as a record of transac-
tions that have been completed between cards and read-
ers. This provides a high degree of resilience.
In 2008 a fashion caught on for removing the RFID chip
from Oyster cards and attaching it to wrist watches and
bracelets. This allowed commuters to pass through the
gates by “swiping” their hand without the need to take out
a proper card. Although the RFID chips were charged in
the normal way and no fare evasion was involved, TfL
disapproved of the practice and threatened to fine anyone
not carrying a full undamaged card,[15] though it is not
clear what the actual offence would be.

2.1.4 Architecture

The Oyster system is based on a closed, proprietary ar-
chitecture from Cubic Transportation Systems. The card
readers were developed entirely by Cubic, whereas devel-
opment of the back office systems was started by Fujitsu
and completed by Cubic. The system has the capability
to interface with equipment or services provided by other
suppliers. TheOyster website is not part of the closed sys-
tem but interfaces with it. Similarly, Oyster readers are
now embedded into ticket machines produced by Shere
and Scheidt and Bachmann on the national rail network.
In early 2007, TfL and Deloitte worked to migrate the on-
line payment systems to a more open architecture, using
a number of open source components such as Linux, to
resolve issues of lock-in costs, updates, incorporation of
new security standards of PCI DSS, non-scalability, low
and inconsistent quality of service, and slower response
time to business changes.[16]

2.2 Features

2.2.1 Registration and protection

Oyster cards can be registered or protected for loss or
theft. Full registration can be done at a London Under-
ground station, an Oyster Ticket Stop (shop) or a Travel
Information Centre: an Oyster registration form must be
filled in (either at time of purchase or subsequently). Reg-
istration enables the customer to buy any product for the
card and to have an after-sales service, and it protects
against theft or loss. The customer has to supply a Se-
curity Answer: either their mother’s maiden name, mem-
orable date or memorable place. All adult Oyster cards
purchased online or by phone are fully registered. (This
does not include Visitor Oyster cards.)
Oyster cards obtained at stations or shops cannot be fully
registered online. However, cards can be protected on-
line by setting up an Oyster online account and linking
the card to that account. This allows for a full protection
against theft or loss, but the Oyster card will be able to
hold only 7-day season tickets and/or pay-as-you-go.[17]

2.2.2 Sales

Oyster cards can be purchased from a number of different
outlets in the London area:

• London Underground or London Overground ticket
windows

• ticket machines at London Underground stations,
which accept banknotes, coins, and credit and debit
cards.
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Oyster card vending machine, installed at London Bridge station
in December 2006. All machines of this design have been phased
out.

• about 4,000 Oyster Ticket Stop agents (usually
newsagent’s shops)

• selected National Rail stations, some of which are
also served by London Underground

• Travel Information Centres

• online via the TfL website

• by telephone sales from TfL.[18]

Visitor Oyster cards can be obtained from Visit Britain
outlets around the world, and from other transport op-
erators, such as EasyJet and Gatwick Express as well as
online and from any ticket office. However, these limited-
functionality cards cannot be registered. A £5 deposit is
required which will be refunded in cash upon return of
the card. Any remaining credit on the card is refundable
as well.[19]

The cards were originally free, but a refundable deposit
of £3 was subsequently introduced,[20] increased to £5 in
January 2011.[21] The deposit is refunded only on sur-
render of the card to TfL, primarily to a London Under-
ground station. TfL said this was due to the adminis-
trative and environmental costs of customers disposing
of Oyster cards instead of re-using them. A registration
form can be obtained at or after the time of purchase,
which if not completed restricts the Oyster card to Pay-
as-you-go and weekly tickets.

Ticket vending machines on most National Rail stations
will top-up Oyster cards and sell tickets that can be loaded
on to Oyster. New Oyster cards are not available at most
National Rail stations and termini.[22] At several main line
termini, TfL runs Travel Information Centres, which do
sell Oyster.

2.2.3 Reporting

Oyster Travel Statement

Touch-screen ticket machines report the last eight jour-
neys and last top-up amount. The same information is
available as a print-out from ticket offices, and also on
board London Buses by request. The balance is displayed
on some Underground barriers at the end of journeys that
have caused a debit from the balance, and can also be re-
quested at newsagents and National Rail stations that pro-
vide a top-up facility.
Oyster Online service can also deliver regular Travel
Statements via email.
A complete 8-week 'touch' history can be requested from
TfL: for registered and protected Oyster cards, TfL can
provide the history for the previous 8 weeks, but no fur-
ther back. Oyster online also displays up to 8 weeks of
journey history but will not show any transactions that oc-
curred before the Oyster card was linked to the account.

2.3 Use

2.3.1 Touching in and out

Travellers touch the card on a distinctive yellow circu-
lar reader (a Cubic Tri-Reader) on the automated bar-
riers at London Underground stations to 'touch in' and
'touch out' at the start and end of a journey (contact is
not necessary, but the range of the reader is only a few
mm). Tram stops and buses also have readers on the
driver/conductor’s ticket machine, and on these modes
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Oyster card readers on London Underground ticket barriers at
Canary Wharf.

passengers must touch their card to the reader at the start
of their journey only. Most DLR stations and occasion-
ally London Underground stations as at Waterloo do not
have automatic barriers, so passengers must remember
to check both in and out, but such a step is not needed if
transferring between modes within a station.
Oyster cards can be used to store both period travelcards
and bus passes (of one week or more), and a Pay-as-you-
go balance.

2.3.2 Season tickets

Main article: Travelcard

An Oyster card can hold up to three season tickets at the
same time. Season tickets are Bus & Tram Passes or
Travelcards lasting 7 days, 1-month, or any duration up
to one year (annual).
There is no essential difference in validity or cost between
a 7-day, monthly or longer period Travelcard on Oyster
and one on a traditional paper ticket; they are valid on
all Underground, Overground, DLR, bus, tram and na-
tional rail services within the zones purchased. See the
main article for a fuller explanation of Travelcards. Tube,
DLR and London Overground Travelcards may be used
on buses in all zones. Trams may also be used if the trav-
elcard includes Zones 3, 4, 5 or 6.[23]

Although TfL asks all Oyster users to swipe their card at

entry/exit points of their journey, in practice Travelcard
holders only need to “touch in” and “touch out” to operate
ticket barriers or because they intend to travel outside the
zones for which their Travelcard is valid. As long as the
Travelcard holder stays within their permitted zones no
fare will be deducted from the pay as you go funds on
the card. The Oyster system checks that the Travelcard is
valid in the zones it is being used in.

Travel outside zones

If users travel outside the valid zones of their Travel-
card (but within Oyster payment zones), any remaining
fare due may be deducted from their pay-as-you-go funds
(see below for how this is calculated). From 22 May
2011 Oyster Extension Permits (OEPs) were no longer
required.[24] Before that date, users who travelled outside
the zones of their Travelcard, and whose journey involved
the use of a National Rail service, were required to set an
OEP on their Oyster card before travelling, to ensure that
they paid for the extra-zonal journey.

Renewals

Oyster card top-up machine at Emirates Royal Docks

Oyster card Travelcards can be renewed at the nor-
mal sales points and ticket machines at London Under-
ground or London Overground stations, Oyster Ticket
Stop agents, or some National Rail stations. Travelcards
can also be renewed online via the Oystercard website, or
by telephone sales from TfL; users must then nominate
a Tube or overground station where they will swipe their
card in order to charge up the card with the funds or sea-
son ticket purchased. Alternatively a user can choose to
automatically add either £20 or £40 every time the bal-
ance on the card falls below £10. There are further re-
strictions on when an online purchase can be “collected”
by swiping in at a station, after the date of online pur-
chase (Travelcard: up to five days before start date until
two days after the start date; pay as you go: from the day
after order is placed for a total of 8 days).[25] If the fare
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is purchased online before 23:00, it will be available the
following day. For more Travelcard renewal information,
see the section on Recharging in this article. Travelcard
renewals cannot be added from a reader on a bus.

2.3.3 Pay-as-you-go

In addition to holding Travelcards and bus passes, Oyster
cards can also be used as stored-value cards, holding elec-
tronic funds of money. Amounts are deducted from the
card each time it is used, and the funds can be “recharged”
when required. The maximum value that an Oyster card
may hold is £90. This system is known as “pay as you go”
(abbreviated PAYG), because instead of holding a season
ticket, the user only pays at the point of use.
When Oyster cards were introduced, the PAYG system
was initially named “pre pay”, and this name is still some-
times used by National Rail. TfL officially refers to the
system as “pay as you go” in all publicity.
The validity of PAYGhas amore complex history as it has
only been gradually accepted by transport operators in-
dependent of TfL. Additionally, the use of PAYG differs
across the various modes of transport in London, and pas-
sengers are sometimes required to follow different proce-
dures to pay for their journey correctly.
It is possible to have a negative pay-as-you-go balance
after completing a journey, but this will prevent the card
from being used (even if it is loaded with a valid Travel-
card) until the card is topped up.

Oyster route validators

In 2009, TfL introduced a new type ofOyster card valida-
tor, distinguished from the standard yellow validators by
having a pink-coloured reader. They do not deduct funds,
but are used at peripheral interchange points to confirm
journey details. Oyster Pay-As-You-Go users travelling
between two points without passing through Zone 1 are
eligible for a lower fare, and from 6 September 2009 can
confirm their route by touching their Oyster cards on the
pink validators when they change trains, allowing them to
be charged the appropriate fare without paying for Zone
1 travel. The pink validators are currently located at 15
interchange stations.

• Gospel Oak

• Gunnersbury

• Highbury & Islington

• Kensington Olympia

• Rayners Lane

• Stratford

• West Brompton

• Willesden Junction

• Blackhorse Road

• Wimbledon

• Richmond

• Whitechapel

• Canada Water

• Surrey Quays (introduced September 2013)

• Clapham Junction (introduced September 2013)

An example journey would be Watford Junction to Rich-
mond, which as of May 2010 costs £7.30 peak and £4.80
off-peak when travelling via Zone 1. If travelling on a
route outside Zone 1 via Willesden Junction, the fares are
£3.50 and £1.30 respectively, which can be charged cor-
rectly if the Oyster card is validated at the pink validator
when changing trains at Willesden Junction.

Underground and DLR

London Underground ticket barriers with yellow Oyster readers

Oyster card pay-as-you-go users must “touch in” at the
start of a journey by London Underground or DLR, and
“touch out” again at the end. The Oyster card readers
automatically calculate the correct fare based on the start
and end points of the journey and deduct that fare from
the Oyster card. Pay-as-you-go funds are also used to
cover any additional fares due from season ticket holders
who have travelled outside the valid zones of their season
ticket (see Travelcards above).
Passengers enter or exit most London Underground sta-
tions through ticket barriers which are operated by swip-
ing an Oyster card or other valid ticket. Some tube sta-
tions (such as those at National Rail interchanges) and
DLR stations have standalone validators with no barri-
ers. In both instances, pay-as-you-go users are required
to touch in and out.
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London Overground

London Overground services are operated by TfL and
Oyster pay-as-you-go users use their cards in the same
way as on Underground journeys, touching their card on
a card reader at the entry and exit points of their journey
to calculate the fare due.

Buses

Oyster validators are placed at most entrances on London buses.

Users must touch the Oyster card only once at the point
of boarding: as London buses have a single flat fare, there
is no need to calculate an end point of the journey.
Some London bus routes cross outside the Greater Lon-
don boundary before reaching their terminus. Pay-As-
You-Go users are permitted to travel the full length of
these route on buses operated as part of the London
Bus network, even to destinations some distance outside
Greater London.
'London Service Permit' Routes 402 and 477 have a re-
duced cash fare of £1 within Greater London which ap-
plies when an Oyster card with PAYG is shown. How-
ever, Oyster cards with Bus Passes and Travelcards
loaded on them and Child Zip cards can be used free
inside Greater London on Route 477 and to Knockholt
Pound on Route 402.[26]

Hertfordshire bus route 84 from New Barnet to St. Al-
bans via Potters Bar, as of 2 January 2012, no longer has
any Oyster Card or contactless payment card validity on
any part of the route, cash fares only. The buses are still
red-liveried, but the destination displays are dot-matrix
rather than TfL blinds, and there are no TfL roundels on
the bus.

Trams

As London’s trams operate on the same fare structure as
buses, the rules are similar and users with pre-pay must
touch the Oyster card only once at the point of board-

An Oyster validator at a tram stop

ing (users with Travelcards valid for the Tramlink zones
need not touch in unless travelling to Wimbledon with a
Travelcard not valid in zone 3).
A more complex arrangement exists at Wimbledon; tram
passengers starting their journey atWimbledonmust pass
through ticket gates in order to reach the tram platform,
and therefore need to touch their Oyster card to open the
barriers. They must then touch their Oyster card once
again on the card reader on the Tramlink platform to con-
firm their journey as a tram passenger. Tram passengers
arriving in Wimbledon must touch out to exit via the sta-
tion gates, but must not touch out on the manual gate be-
cause this would be seen as a touch-in and cause a maxi-
mum cash fare of £7 to be charged to the card.[27]

River

A Thames Clipper river bus service

Passengers boarding a riverbus service must present their
Oyster card to the on-board ticket inspector, who carries
a hand-held card reader, and the appropriate fare is de-
ducted from their pay-as-you-go balance.[28]

Oyster pay-as-you-go is valid only to purchase tickets for
London River Services boats operated by Thames Clip-
pers. Pay-as-you-go is not accepted for payment by other
riverboat operators.
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Emirates Air Line

Oyster cards are accepted on the Emirates Air Line ca-
ble route betweenGreenwich Peninsula and Royal Docks.
The Emirates Air Line is outside of the London Travel-
card validity. However, a 25% discount applies to Trav-
elcard and Freedom pass holders for both single and re-
turn journeys.[29] The discount is automatically applied to
Oyster card users, but only if their Travelcard is loaded
onto their Oyster card. Freedom pass holders and visi-
tors in possession of ordinary magnetic stripe Travelcards
have to buy a cash ticket if they wish to take advantage of
the discount.

National Rail

National Rail ticket barriers with yellow Oyster readers

Standalone Oyster readers provided at interchange stations be-
tween National Rail and the Tube

As with Underground and DLR journeys, Oyster PAYG
users on National Rail must swipe their card at the start
and end of the journey to pay the correct fare. PAYG
funds may also be used to cover any additional fares due
from season ticket holders who have travelled outside the
valid zones of their season ticket (see Travelcards above).
Many large National Rail stations in London have
Oystercard-compatible barriers. At other smaller sta-
tions, users must touch the card on a standalone validator.

Out of Station Interchange (OSI)

At a number of Tube, DLR, London Overground and
National Rail stations which lie in close proximity, or
where interchange requires passengers to pass through
ticket barriers, an Out of Station Interchange (OSI) is per-
mitted. In such cases, the card holder touches out at one
station and then touches in again before starting the next
leg of the journey. The PAYG fares are then combined
and charged as a single journey. Examples include trans-
ferring between the Jubilee line at Canary Wharf and the
DLR where Oyster card holders must swipe their card
at the ticket barriers in the Tube station, and then touch
in on the validator at the DLR station. Balham (Na-
tional Rail) to/from Balham (Tube) is another OSI, as is
Camden Town (Tube) to/from Camden Road (London
Overground).[30] Failure to touch in or out on the valida-
tors in these circumstances will incur a maximum fare
which is deducted from PAYG funds. In some cases (e.g.
at West Hampstead NR stations) the OSI replicates inter-
changes which have existed for several decades before the
invention of the Oyster system but were generally used
with season tickets rather than day tickets.
Out of Station Interchanges can be temporary or perma-
nent. A temporary arrangement may exist between two
stations at short notice (routinely during weekend work
but also when an emergency closure occurs). The two
journeys that result are only charged as a single journey.

Recharging

When the PAYG balance runs low, the balance can be
topped up at the normal sales points or ticket machines
at London Underground or London Overground stations,
Oyster Ticket Stops or some National Rail stations. All
ticket offices at stations run by London Underground will
sell or recharge Oyster cards, or handle Oyster card re-
funds. However, some Tube stations are actually oper-
ated byNational Rail train operating companies, and their
ticket offices will not deal with Oyster refunds. DLR
ticket offices do not sell any Oyster card top-ups or handle
refunds.
PAYG funds and Travelcard season tickets (but not Bus
& Tram Passes) can also be purchased online via the Oys-
ter online website or by calling the Oyster helpline; users
must then select one station or tram stop where they will
validate their card in order to load the funds or Travel-
card purchased. This should be done as part of a normal
journey to avoid the risk of paying an Oyster maximum
fare.
If the customer is purchasing PAYG, the top up will be
at the gates of their nominated station, or Tramlink stop
the next day (ready for first train, provided they made the
purchase before 11 PM the previous night). It will re-
main at the gates for 7 further days before dropping off
the system.
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If the customer purchases a Travelcard season ticket, it
will 'arrive' at the gates, up to 5 days before the start date
of the ticket and will remain there until 2 days after the
ticket has started. If the customer does not make their
pick up in time, it will take a further 14 days to refund
automatically to the bank card they made the purchase
with.[31] Top-ups of this type cannot be added from a
reader on a bus.
For further information on recharging and renewals, see
the section on Renewals in this article.

Auto top-up

Customers can set up and manage Auto top-up online for
their existing Oyster card. They register a debit or credit
card, make a PAYG top-up purchase (minimum £10) and
select either £20 or £40 as the Auto top-up amount. Al-
ternatively, a new Oyster card with Auto top-up and a
minimum of £10 pay as you go can be ordered via Oys-
ter online.
There is a constraint in the design, that requires a journey
to be made via a nominated station, before auto top-up
can be enabled. There are a number of services such as
Thames Clippers, for which this initiation transaction is
not offered.
Whenever the pay as you go balance falls below £10, £20
or £40 is added to the balance automatically when the
Oyster card is touched on an entry validator. A light on
the Oyster reader flashes to indicate the Auto top-up has
taken place and an email is sent to confirm the transaction.
Payment is then taken from the registered debit or credit
card.
To ensure successful transactions, customers must record
any changes to their billing address and update their debit
or credit card details as necessary.

2.3.4 Oyster photocards

Oyster photocards, with an image of the authorised user
on the card front, are issued to members of groups el-
igible for free or discounted travel. The cards are en-
coded to offer discounted fares and are currently available
for students in full-time education (30% off season tick-
ets), 16+ cards (half the adult-rate for single journeys on
the Underground, London Overground, DLR and a lim-
ited number of National Rail services, discounted period
Travelcards, free travel on buses and trams for students
that live and attend full-time education in London) and
for children under 16 years old (free travel on buses and
trams and discounted single fares on the Underground,
London Overground, DLR and most National Rail ser-
vices). A 'Bus & Tram' Discount Card is specifically
given to disadvantaged and 'unwaged' groups, primarily
those on 'Job Seekers Allowance', 'Employment Support
Allowance' and receivers of a variety of disabilities al-

lowances, at half-fare rates for bus and tram services only;
these cards simply charge the full rate on journeys not in-
cluded in the discount scheme.

Student cards

Student Oyster photocards offering a 50% discount on
period tickets, are available to full-time students over 18
at registered institutions within the area of the M25 mo-
torway, an area slightly larger than Greater London, at a
cost of £10.[32] Until the 2009–10 academic year, they
cost £5 but required replacing each year of multiple-year
courses. There is no discount for Pay-as-you-go, although
many students hold the National Rail 16-25 Railcard,
which can be added to an Oyster card at an Underground
station ticket office to obtain a 1/3 reduction on off-peak
caps and a 1/3 discount on off-peak Oyster single fares
on all rail services. (NB peak National Rail fares may be
cheaper with discounted paper tickets). A small selection
of universities outside London have also registered on the
scheme.
A replacement for lost/stolen cards cost £10 and involves
applying for a replacement card online or by calling the
Oyster helpline. A new photograph is not required. The
funds/remaining travel is non-transferable to a new stu-
dent Oyster photocard and is refundable instead. The re-
fund of a lost/stolen Oyster card is based on the original
pro-rata daily rate. Thus if you lose an annual student
Oyster, the refund will not cover the remainder of the
year due to the higher monthly/weekly pro-rata charges
for the remainder of the year. This can leave students at
a considerable disadvantage (adults can receive a replace-
ment card with the remainder of their Travelcard loaded).
Since 8 September 2006, students at some London uni-
versities have been able to apply for their 18+ Oyster pho-
tocard online by uploading a digital photograph and pay-
ing with a credit or debit card.

Zip cards

On 7 January 2008, Transport for London unveiled the
Zip card, a free Oyster photocard to be used by young
people aged 18 years or under who qualify for free bus
and tram travel within the capital, with effect from 1 June
2008. To qualify, onemust live in a London borough (and
still be in full-time education if between 16 and 18).[33]
Children outside London (and indeed the UK) may also
apply for a Visitor version of the Zip card (which of-
fers free bus and tram travel for under 16s, and half-rate
fares for 16–18-year-olds) online, which they must col-
lect from one of TfL’s Travel Information Centres. From
1 September 2010 a fee of £10 has been charged for the
card.[24]
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Freedom Passes and 60+ Oyster Cards

Freedom Passes are generally issued on what is in tech-
nical terms an Oyster card, though it does not bear that
name. Freedom passes are free travel passes available to
Greater London residents who are over a specified age (60
until March 2010, increasing in phases to 66 fromMarch
2020) or with a disability specified in the Transport Act
2000; individual London boroughs have exceptional dis-
cretion to issue Freedom Passes to disabled people who
do not meet the national statutory requirements (though
they have to fund them). Travel is free at all times on the
Tube, DLR, buses and Tramlink, and after 09:30 on most
National Rail journeys entirely within the Greater Lon-
don boundary. Holders cannot put any money or ticket
products on a Freedom Pass; to travel outside these times,
a separate Oyster card or other valid ticket is required.
Residents who are over 60 but who do not qualify for a
Freedom Pass can obtain a similar 60+ Oyster Card for
a single fee. The outer boundary of the area in which
Freedom Passes and 60+ Oyster Cards can be used is
mostly the same as the area within which ordinary Oys-
ter Cards can be used.[34][35][36] However there are no-
table exceptions: Oyster 60+ and Freedom passes are
valid to bothDartford and Swanley stations, to which non-
concessionary Oyster cards are invalid on train services
but can be used on TfL bus services. This comes about
because although both stations are outside of Greater
London, both Dartford and Swanley have expanded suf-
ficiently that parts now technically lie inside the Greater
London boundary, though their postal addresses are still
'Dartford, Kent' and 'Swanley, Kent' respectively.[37] Res-
idents of these areas are entitled to an Oyster 60+ or
Freedom pass as appropriate and require access to a lo-
cal station to use them. Also Oyster PAYG cards can
be used to Broxbourne station but Freedom Passes and
60+ Oyster cannot be used north of Turkey Street or En-
field Lock stations.[38] This is solely because National Ex-
press East Anglia Railways has taken a decision to accept
Oyster PAYG as far as Broxbourne. Both types of con-
cessionary card have to be visually inspected at stations
not equipped to read Oyster Cards; this also applies to
any unequipped non-TfL buses whose routes accept the
concessionary cards on journeys partly entering Greater
London. This also applies to non TfL routes with read-
ers that accept the national standard ITSO bus pass cards
with which Oyster is not compatible.
Freedom Passes issued to qualifying persons are also an
English National Concessionary Bus Pass. They look
identical to concessionary bus passes but are addition-
ally marked “Freedom Pass” in red. Unlike the Freedom
pass, the 60+ Oyster card is not valid for concessionary
travel outside of the area approved by the Greater Lon-
don Authority.[39] This is because the concessionary bus
travel scheme is centrally funded by government, but the
Oyster 60+ and the FreedomPass’s validity on Tube, tram
and rail networks is funded locally by the Greater London

Authority.

2.3.5 Oyster and credit card

The OnePulse card

Main article: OnePulse

A credit card variant of the Oyster card was launched by
Barclaycard in September 2007 and is called OnePulse.
The card combines standard Oyster card functional-
ity with Visa credit card facilities. The Barclaycard
OnePulse incorporates contactless payment technology,
allowing most transactions up to £20 to be carried out
without the need to enter a PIN (unlike the Chip and PIN
system).[40]

In 2005, Transport for London shortlisted two financial
services suppliers, Barclaycard and American Express, to
add e-money payment capability to the Oyster card. Bar-
claycard was selected in December 2006 to supply the
card,[41] but the project was then temporarily shelved.[42]
The OnePulse card was later launched using a combina-
tion of Oyster and Visa, but with no e-money functional-
ity.
In February 2014 Barclaycard announced that the
OnePulse card would be withdrawn from use and all func-
tionality would cease after 30 June 2014. Customers had
their OnePulse card replaced with the Freedom Rewards
credit card.[43]

2.4 Validity

A number of different ticket types can be held on an Oys-
ter card, and validity varies across the different transport
modes within London.

= Valid.
= Not valid.
= Heathrow Connect: Not valid between Hayes and Har-

lington and Heathrow Airport.
= River: PAYG only available on Thames Clipper; Travel-

cards only provide discount, not valid for travel.
= Cable car: Travelcards only provide discount, not valid
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for travel.
! = must include Zone 3,4,5 or 6

See also: Oyster card (pay as you go) on National Rail

2.4.1 TfL services

Oyster is operated by Transport for London and has been
valid on all London Underground, London buses, DLR
and London Tramlink services since its launch in 2003.

2.4.2 National Rail

The introduction of Oyster pay as you go on the National
Rail commuter rail network in London was phased in
gradually over a period of about six years (see Roll-out
history). Since January 2010, PAYG has been valid on
all London suburban rail services which currently accept
Travelcards. Additionally, PAYG may be used at a se-
lected number of stations which lie just outside the zones.
New maps were issued in January 2010 which illustrates
where PAYG is now valid.[44][45]

Certain limitations remain on National Rail, however;
Oyster PAYG is not valid anywhere on Heathrow Ex-
press, Heathrow Connect between Hayes and Harlington
and Heathrow Airport, on ANY Southeastern High speed
services and was not available on the Olympic Javelin
Shuttle.[46] Other airport express services (Gatwick Ex-
press, Stansted Express and First Capital Connect Luton
Airport services) all run outside the Travelcard zones, so
PAYG is not valid on those services either.
In November 2007, the metro routes operated by
Silverlink were brought under the control of TfL and op-
erated under the brand name London Overground. From
the first day of operation, Oyster PAYG became valid on
all Overground routes.[47]

2.4.3 London River Services

Since 23 November 2009, Oyster PAYG has been valid
on London River Services boats operated by Thames
Clippers only.[28] Oyster cards are accepted for all
Thames Clippers scheduled services, the Hilton Dock-
lands ferry, the “Tate to Tate” service and the O2 Ex-
press. Discounts on standard fares are offered to Oyster
cardholders, except on the O2 Express. The daily price
capping guarantee does not apply to journeys made on
Thames Clippers.[48]

2.4.4 Emirates Air Line

Oyster card holders (PAYG, Travelcard or FreedomPass)
receive discounts on the Emirates Air Line cable car ser-
vice across the River Thames between Greenwich and the

Royal Docks, which opened in June 2012. Like London
River Services, the cable car is a privately funded concern
and is not fully integrated into TfL’s ticketing system.[49]
To encourage use of the Air Line as a commuter service,
substantial discounts are offered with a “frequent flyer”
ticket which allows 10 journeys within 12 months.[50]

2.5 Pricing

The pricing system is fairly complex, and changes from
time to time. The most up to date fares can be found on
Transport for London’s FareFinder website.[51]

To encourage passengers to switch to Oyster, cash fares
are generally much more expensive than PAYG fares (in-
cluding Bus and Tram fares):
(Pricing correct as of August 2014) The single Oyster
fare for a bus journey is £1.45, but capped at £4.40 for
any number of trips in a day (including trips by Tram
and tube). Cash is no longer accepted on London’s buses,
but a contactless debit or credit card can be used in place
of an Oyster card at the same fare. A single tram jour-
ney is charges as per a single bus journey, but the tram
ticket machines do still accept cash (£2.40) for a single
journey.[51]

Using pay as you go, a single trip on the Tube within Zone
1 costs £2.20 (compared to £4.70 cash), or £1.60 at peak
times (£1.50 off peak or £4.70 for cash at any time) within
any other single zone.[51] Journeys in multiple zones are
progressively more expensive.[51]

The Oyster pay as you go system coupled with the zoned
fare system inevitably gives rise to some quirks in the
fares charged. A 9 stop journey between Clapham Junc-
tion and West Hampstead on the overground is charged
at £1.60 at peak times (£1.50 off peak) whereas a 1 stop
journey between Shoreditch High Street andWhitechapel
on the same line costs £2.20 at all times.[51] This occurs
because Shoreditch High Street is the only station on the
line exclusively in zone 1, all others being in zone 2.[52]
The cash fare is £4.70 in all cases and at all times.[51]

2.5.1 Fare capping

A 'capping' system was introduced on 27 February 2005,
which means that an Oyster card will be charged no more
than the nearest equivalent Day Travelcard for a day’s
travel. The daily cap is currently [September 2014] £7
during off-peak hours and £8.40 during peak hours within
zones 1-2, providing that the card has been touched in
and out correctly for all rail journeys.[51] A lower cap of
£4.40 applies if the day’s journeys are restricted to buses
and trams only.[51]

Price capping does not apply to PAYG fares on London
River Services boats.[48]
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2.5.2 Railcard Discount

Holders of Disabled Persons, HM Forces, Senior, 16–
25 National Rail Railcards and Annual Gold Cards (as
of 23 May 2010) receive a 34% reduction in the off-
peak PAYG fares and price cap; Railcard discounts can
be loaded on at London Underground ticket offices only.
Disabled Person Railcard holders can also purchase an
Off-Peak Day Travelcard for one accompanying adult for
£3.00.[53]

2.5.3 Bus & Tram Discount

On 20August 2007, a 'Bus and TramDiscount photocard'
was launched for London Oyster card users who received
Income Support. It allows cardholders to pay £0.70 for
a single bus journey (currently capped at £2.40 per day),
and to buy half price period bus passes. This was the re-
sult of a deal between Transport for London and Petróleos
de Venezuela to provide fuel for London Buses at a 20%
discount. In return Transport for London agreed to open
an office in the Venezuelan capital Caracas to offer ex-
pertise on town planning, tourism, public protection and
environmental issues.[54]

The deal with Venezuela was ended byMayor Boris John-
son shortly after he took office, and the Bus and Tram
Discount photocard scheme closed to new applications
on 20 August 2008; Johnson said that “TfL will honour
the discount [on existing cards] until the six-month time
periods on cards have run out”.[55]

The Bus and Tram Discount Scheme reopened on 2 Jan-
uary 2009, this time funded by London fare payers. The
scheme has been extended to people receiving Employ-
ment Support Allowance (ESA) and to those receiving
Job Seekers Allowance for 13 weeks or more.

2.5.4 River boat discounts

Boats operated by Thames Clippers offer a 10% discount
on standard fares to Oyster PAYG users, except on their
O2 Express service, and a 1/3 discount to passengers car-
rying Oyster cards which have been loaded with a valid
period Travelcard.[48]

2.5.5 Penalty fares and maximum Oyster
fare

In order to prevent “misuse” by a stated 2% of passengers,
from 19 November 2006 pay as you go users who do not
both 'touch in' at the start and 'touch out' at the end of their
rail network journeys are charged a “maximum Oyster
fare” – currently up to £7.20 (presumably depending on
whether journeys have been made during or outside peak
times) for most journeys, or more if the journey begins

or ends at certain National Rail stations. Depending on
the journey made, the difference between this maximum
fare and the actual fare due is automatically refunded to
the user’s Oyster card upon touching out.
Users must touch in and out even if the ticket barriers are
open. At stations where Oyster is accepted but that do not
have ticket barriers, an Oyster validator will be provided
for the purposes of touching in and out. The maximum
Oyster fare applies even if the daily price cap has been
reached and does not count towards the cap.
Maximum Oyster fares may be contested by telephone to
the Oyster helpline on 0343 222 1234.[56] This involves
providing the Oyster card number and the relevant jour-
ney details; further journeys appearing on the card are
helpful to validate the user’s claim.
If the claim is accepted then the maximum Oyster fare
minus the cost of the journey will be refunded. The user
will be asked to nominate and make a journey from a spe-
cific Tube, DLR, London Overground or National Rail
station, or Tram stop. On touching in or out, the refund
is loaded to the card. The customer should make the pick
up as part of an actual journey. This is because when they
touch the reader with their Oyster card, not only will the
refund go on to the card, but a new journey will start.
The start date to pick up the refund can be the next day (at
the earliest) and the refund will remain at the nominated
station for 8 days in total. The customer does have the
option to delay the start date for up to 8 days, and the
refund will still remain at the gate for up to 8 further days.
After this time the refund will be deleted from the gate
line, and the customer will have to re-request the refund.
Customers claiming a refund must do so within 28 days
of the overcharge.
Oyster users who do not touch in before making a journey
may be liable to pay a penalty fare (currently £80) and/or
reported for prosecution if caught by a revenue protection
inspector.

2.6 Roll-out history

The roll-out of Oyster features and migration from the
paper-based system has been phased. Milestones so far
have been:

• London Underground ticket barriers, bus ticket
machines, Docklands Light Railway stations and
Tramlink stops fitted with validators. Cards issued
to Transport for London, London Underground, and
bus operator staff (2002)

• Cards issued to the public for annual and monthly
tickets (2003)

• Freedom Passes issued on Oyster (2004)
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• Pay as you go (PAYG, first called 'prepay') launched
on London Underground, DLR, and the parts of
National Rail where Underground fares had previ-
ously been valid. (January 2004)

• Off-Peak Oyster single fares launched (January
2004)

• Annual tickets available only on Oyster (2004)
• Monthly tickets available only on Oyster, unless pur-
chased from a station operated by a train company
rather than TfL (2004)

• Payg on buses (May 2004)
• Daily price capping (February 2005)
• Student Oyster Photocards for students over 18
(early 2005)

• Oyster Child Photocards for under 16s—free travel
on buses and reduced fares on trains (August 2005)

• Automatic top-up (September 2005)
• Weekly tickets available only on Oyster (September
2005)[57]

• Oyster single fares cost up to 33% less than paper
tickets (January 2006)[58]

• Auto top-up on buses and trams (June 2006)
• Journey history for Pay as you go transactions avail-
able online (July 2006)

• Ability for active and retired railway staff who have
a staff travel card to obtain privilege travel fares on
the Underground with Oyster (July 2006)

• £4 or £5 'maximum cash fare' charged for Pay as
you go journeys without a 'touch in' and 'touch out'
(November 2006)

• Oyster card for visitors branded cards launched and
sold by Gatwick Express.[59]

• Oyster PAYG extended to London Overground (11
November 2007)

• Holders of Railcards (but not Network Railcard)
can link their Railcard to Oyster to have PAYG
capped at 34% below the normal rate since 2 Jan-
uary 2008.[60]

• Oyster PAYG can be used to buy tickets on river
services operated by Thames Clipper (23 November
2009)[48]

• Oyster PAYG extended to National Rail (2 January
2010)[46]

• Contactless cards can be used on London Buses
(End of 2012)

• Cash no longer accepted on buses. Cash ticket ma-
chines removed from bus stops in central London
(Summer 2014)[61]

2.6.1 Roll-out on National Rail

See also: Oyster card (pay as you go) on National Rail
The National Rail network is mostly outside the control

Until January 2010, many rail operators did not accept Oyster
PAYG and posted warning notices inside their stations.

of Transport for London, and passenger services are run
by number of independent rail companies. Because of
this, acceptance of Oyster PAYG on National Rail ser-
vices was subject to the policy of each individual com-
pany and the roll-out of PAYG was much slower than on
TfL services.[62] For the first six years of Oyster, rollout
on National Rail was gradual and uneven, with validity
limited to specific lines and stations.
Several rail companies have historically accepted London
Underground single fares because they duplicate London
Underground routes, and they adopted the Oyster PAYG
on those sections of the line which run alongside the Un-
derground. When TfL took over the former Silverlink
Metro railway lines, PAYG was rolled out on the first day
of operation of London Overground. As a consequence,
some rail operators whose services run parallel to Lon-
don Overground lines were forced to accept PAYG,[63]
although only after some initial hesitation.[64][65]

Examples of these services include London Midland
trains from Watford Junction to London Euston and
Southern trains to Clapham Junction.
The process of persuading the various rail firms involved
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The growing PAYG rail network 2006–08: more stations added

a long process of negotiation between the LondonMayors
and train operating companies. In 2005 Ken Livingstone
(then Mayor of London) began a process of trying to per-
suade National Rail train operating companies to allow
Oyster PAYG on all of their services within London, but
a dispute about ticketing prevented this plan from going
ahead.[66] After further negotiations, Transport for Lon-
don offered to fund the train operating companies with
£20m to provide Oyster facilities in London stations; this
resulted in an outline agreement to introduce PAYG ac-
ceptance across the entire London rail network.[67]

TfL announced a National Rail rollout date of May
2009,[68] but negotiation with the private rail firms con-
tinued to fail and the rollout was delayed to 2010. Oys-
ter readers were installed at many National Rail stations
across London, but they remained covered up and not
in use.[69] In November 2009 it was finally confirmed
that PAYG would be valid on National Rail from January
2010.[46] The rollout was accompanied by the introduc-
tion of a new system of Oyster Extension Permits to al-
low travelcard holders to travel outside their designated
zones on National Rail. This system was introduced to
address the revenue protection concerns of the rail com-
panies, but it was criticised for its complexity,[70][71] and
was abolished on 22 May 2011.[24]

2.7 Impact

Since the introduction of the Oyster card, the number of
customers paying cash fares on buses has dropped dra-
matically. In addition, usage of station ticket offices has
dropped, to the extent that in June 2007, TfL announced
that a number of their ticket offices would close, with
some others reducing their opening hours. TfL suggested
that the staff would be 're-deployed' elsewhere on the net-
work, including as train drivers.
In August 2010 the issue of the impact of the Oyster card
on staffing returned. In response to TheNational Union of
Rail, Maritime and TransportWorkers (RMT) ballot for a
strike over planned job cuts, TfL stated that the increase
in people using Oyster electronic ticketing cards meant
only one in 20 journeys now involved interaction with a
ticket office. As a result it aims to reduce staff in ticket
offices and elsewhere while deploying more workers to
help passengers in stations.[72]

2.8 Usage statistics

By June 2010 over 34 million cards have been issued of
which around 7 million are in regular use. More than
80% of all tube journeys and more than 90% of all bus
journeys use Oyster. Around 38% of all Tube journeys
and 21% of all bus journeys are made using Oyster pay
as you go. Use of single tickets has declined and stands
at roughly 1.5% of all bus journeys and 3% of all Tube
journeys.

2.9 Future

2.9.1 Beyond London

Oyster PAYG is now valid at c2c stations Purfleet,
Ockendon, Chafford Hundred and Grays in Thurrock
(Essex). However the paper Day Travelcard is currently
cheaper than the maximum daily cap on Oyster PAYG
due to the zone/fare information being directly copied
from Watford Junction station.
Abellio Greater Anglia, the new operator of the Greater
Anglia Rail Franchise, is committed to introducing Oys-
ter PAYG as far as Shenfield (the terminus of the fu-
ture Crossrail service) and Hertford East.[73] On 2 Jan-
uary 2013, Oyster PAYG was extended to Shenfield and
Broxbourne.[74]

With regard to London’s airports, TfL and BAA studied
acceptance of Oyster PayAsYouGo on BAA’s Heathrow
Express service and the Southern-operated Gatwick Ex-
press service in 2006, but ultimately BAA decided not to
go ahead.[75] However, from 2014, Oyster facilities will
be made available at Gatwick Airport station.[76]
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2.9.2 Contactless payment cards

Transport for London started accepting contactless debit
and credit cards on London Buses on 13 December 2012,
with the aim of expanding the new system to other
transport modes by 2013.[77] Transport for London fur-
ther expanded the use of contactless cards to Under-
ground; Tram and theDocklands railway from September
2014.[78] It is reported that TfL’s long-term aim is to stop
handling money and collecting fares altogether.[79] The
same requirement to touch in and out on underground
services applies to contactless cards. The same price cap-
ping that applies to the use of Oyster cards applies to the
use of contactless cards (provided the same card is used
for the day’s journeys). Unlike Oyster cards, users of con-
tactless cards cannot directly access their journey history.
This is because the readers cannot write to the on card
chip. Instead the use of the card is logged in TfL’s cen-
tral database, though the data is not downloaded from the
readers until the following night. If it is desired to view
the journey history, it is necessary to register the con-
tactless card. Unlike an oyster card, a contactless card
does not store credit (beyond the holder’s credit limit) and
there is no need or facility to add credit to the card.
An oyster card can have a longer term 'season' ticket
loaded onto it (either at a ticket office or on line). Such
a ticket can start on any day and be valid for a minimum
of seven days and a maximum of one year. Unlike an
oyster card, a contactless card can automatically apply a
seven day travel card rate. If the card is regularly used
between any Monday to Sunday period, an automatic cap
is applied. The seven day period is fixed at Monday to
Sunday, it cannot be any seven day period, unlike a seven
day ticket applied to an oyster card and there is currently
no automatic cap for longer periods.[80]

Since the oyster readers cannot write to a contactless card,
the reader when touching out is unable to display the fare
charged for the journey, as the card does not have the
starting point stored in it. This is calculated overnight
once the touch in and touch out information is down-
loaded from the gates and collated.[80] As with oyster, a
failure to touch either in or out, charges the maximum
possible fare. Transport for London state that if ticket
inspection is taking place, that it is necessary to present
the contactless card to the ticket inspector’s portable oys-
ter card reader. As the reader at the starting station can-
not write to the contactless card and the card’s use is not
downloaded until the following night, it is not clear how
the isolated portable card reader can determine if the card
was used to touch into the system.

2.10 Visual design

2.10.1 Designs

Trial versions, Transport for London staff versions and
the first version of the standard Oyster card for the public
were originally released with the roundels on the front of
the cards in red. Standard issues of the Oyster card have
been updated since the first public release in order to meet
TfL’s Design Standards.
So far, there have been three issues of the standard Oyster
card, including the original red roundel issue, but all three
Oyster cards have retained their original dimensions of
85mm x 55mm, with Oyster card number and reference
number located in the top right-hand corner and bottom
right hand corner of the back of the card respectively,
along with the terms and conditions.
The second issue of the standard Oyster card saw 'Trans-
port for London' branding on the back of the card, along
with the Mayor of London (having replaced just the
'LONDON' branding in the blue segment of the card’s
back). The roundel on the front of the card was changed
from the colour red to white, as white was seen to repre-
sent Transport for London (whereas a red roundel is more
known to represent London Buses).
Themost recent issue of the standard Oyster card has TfL
branding on its front, removed from the back of the card
in the previous issue. The Mayor of London branding has
also beenmoved from the blue segment on the back of the
card to underneath the terms and conditions, where it is
more prominent.

2.10.2 Oyster card holder/wallet

With the release of the Oyster card, TfL released an ac-
companying Oyster card holder to replace the existing de-
signs, previously sponsored by companies such as Yellow
Pages, Direct Line and IKEA, as well as London Under-
ground’s and London Buses own releases of the holder
which came without advertising.
The official Oyster branded holders have only been re-
designed twice, keeping up with various versions of the
Oyster card. However, in 2007 the Oyster card wallets
were redesigned and are now black.
In March 2007 the Oyster card holder was redesigned
by British designers including Katharine Hamnett, Frost-
french and Gharani Strok for Oxfam's I'm In campaign to
end world poverty. The designer wallets were available
for a limited period of time from Oxfam’s street teams in
London who handed them out to people who signed up
to the I'm In movement. Also, to celebrate 100 years of
the Piccadilly line, a series of limited edition Oyster card
wallets were commissioned from selected artists from the
Thin Cities Platform for Art project. Any new Oyster
cards are now given with black wallets that display the
Oyster logo and the Transport for London roundel. The
previous wallets handed out were sponsored by Ikea who
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also sponsor the tube map, and did not display the Oyster
or the London Underground logos.
In addition to the official wallets distributed by TfL,
which may or may not carry advertising for a sponsor,
Oyster card holders and wallets are sometimes used as a
marketing tool by other organisations seeking to promote
their identity or activities. Such items are normally given
away free, either with products or handed out to the pub-
lic.

2.10.3 Staff cards

The standard public Oyster card is blue but colour vari-
ants are used by transport staff.

2.10.4 Limited edition cards

A number of limited edition Oyster card variant designs
exist. These are produced in limited quantities but other-
wise function as standard Oyster cards. These include:

• 2011 Wedding of Prince William and Catherine
Middleton

• 2012 Queen's Diamond Jubilee

• 2012 London Olympic Games

• 2013 150th Anniversary of London Underground

• 2014 Year of the Bus

Three design variations of the Oyster visitor cards also
exist:

• Gold British Museum variant

• Standard blue skyscraper version

• Limited edition 2012 visitor card

2.11 Issues and criticisms

2.11.1 Touching out penalties

Card users sometimes forget to touch in or touch out, are
unable to find the yellow readers or it may be too crowded
to touch out. Such card users have either received penalty
fares by revenue inspectors, been charged a maximum
cash fare, or been prosecuted in courts which can issue
high penalties.[81]

2.11.2 Extension fares

Holders of Travelcards can add pay as you go credit on
their Oyster cards. This credit is used as 'extension fare'
when the Oyster user travels beyond the zones in which
their Travelcard is valid. This extension fare equals the
regular Oyster fare for a journey from/to the respec-
tive station outside of the validity area of the Travelcard
to/from the closest zone still covered by the Travelcard.
To distinguish between Peak and Off-Peak fares, how-
ever, the start of the journey is taken into account. That
means a traveller might be charged the (more expensive)
peak fare as extension fare even if they had not yet left
the area of validity of their Travelcard by the end of peak
time.[82] Conversely, however, a journey starting in the
covered zones shortly before the start of the peak time
will be charged as off-peak.

2.11.3 Privacy

The system has been criticised as a threat to the privacy
of its users. Each Oyster card is uniquely numbered,
and registration is required for monthly or longer tick-
ets, which are no longer available on paper. Limited us-
age data is stored on the card. Journey and transaction
history is held centrally by Transport for London for up
to eight weeks, after which the transactions and journey
history are disassociated from the Oyster card and can-
not be re-associated; full registration details are held cen-
trally and not on individual Oyster cards; recent usage can
be checked by anyone in possession of the card at some
ticket machines.[83]

The police have used Oyster card data as an investigative
tool, and this use is increasing. On 13 April 2006, TfL
stated that “Between August 2004 and March 2006 TfL’s
Information Access and Compliance Team received 436
requests from the police for Oyster card information. Of
these, 409 requests were granted and the data were re-
leased to the police.”[84] However in response to another
request in February 2012, “TfL said this had happened
5,295 times in 2008, 5,359 in 2009, 5,046 in 2010, and
a record 6,258 in 2011”.[85]

Additionally, in 2008 news reports indicated that the se-
curity services were seeking access to all Oyster card data
for the purposes of counter-terrorism. Such access is cur-
rently not provided to the security services.[86]

As yet, there have been no reports of customer data being
misused, outside the terms of the registration agreement.
There have been no reports of Oyster data being lost.

2.11.4 Design

The system has been criticised for usability issues in gen-
eral system, website and top-up machine design.[87]

Oyster pay-as-you-go users, on London Underground,
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DLR and National Rail (including London Overground)
services are required always to “touch in” and “touch out”
to cause the correct fare to be charged. This require-
ment is less obviously enforced at stations where there
are only standalone yellow reader rather than ticket barri-
ers. Without a physical barrier, pay-as-you-go users may
simply forget to “touch in” or fail to touch their card cor-
rectly, which will result in amaximum fare being charged.
Equally, if the barriers do not function (reading 'SEEK
ASSISTANCE') and the TfL or train operating company
staff member has to open the gates manually, then the
maximum fare may be charged. If this occurs a refund
may be requested by telephoning the Oyster helpline the
day after the incident occurs (to allow time for the cen-
tral computers to be updated); the overcharged amount
can be added back to the pay-as-you-go balance on the
card from the following day when the Oyster card is used
to make a journey.
The use of Oyster cards on buses has been subject to
criticism following a number of successful criminal pros-
ecutions by TfL of bus passengers whose Oyster card,
when checked by Revenue Protection Inspectors, did
not show that the passenger had “touched in” correctly
on boarding.[88][89][90] In particular, problems have been
highlighted in connection with the quality of error mes-
sages given to passengers when touching in has failed for
any reason. In one case, a passenger successfully ap-
pealed against his conviction for fare evasion when the
court noted that the passenger believed he had paid for
his journey because the Oyster reader did not give suffi-
cient error warning.[91][92]

In 2011, London Assembly member Caroline Pidgeon
obtained figures from the Mayor of London which re-
vealed that in 2010, £60million had been taken by TfL
in maximum Oyster fares. The statistics also detailed
a “top ten” of stations where maximum fares were be-
ing collected, notably Waterloo and London Bridge. In
her criticism of the figures, Pidgeon claimed that “struc-
tural problems” with the Oyster system were to blame,
such as faulty equipment failing to register cards and dif-
ficulty in obtaining refunds.[93][94] A report by BBC Lon-
don highlighted the system of “autocomplete” (in which
Oyster cards journeys are automatically completed with-
out the need to physically touch out, exceptionally used
when large crowds are exiting stations) as particularly
problematic.[95]

2.11.5 Technical faults

In January 2004, on the day that the pay-as-you-go sys-
tem went live on all Oyster cards, some season ticket pas-
sengers were prevented from making a second journey
on their travelcard. Upon investigation each had a nega-
tive prepay balance. This was widely reported as a major
bug in the system.[96] However, the reason for the “bug”
was that some season ticket holders were passing through
zones not included on their tickets. The existing paper

system could not prevent this kind of misuse as the bar-
riers only checked if a paper ticket was valid in the zone
the barrier was in.
On 10 March 2005 an incorrect data table meant that the
Oyster system was inoperable during the morning rush
hour. Ticket barriers had to be left open and pay as you
go fares could not be collected.[97]

On 12 July 2008 an incorrect data table disabled an esti-
mated 72,000 Oyster cards, including Travelcards, staff
passes, Freedom Passes, child Oyster cards and other
electronic tickets. The Oyster system was shut down and
later restarted during traffic hours. Some customers al-
ready in the system were overcharged. Refunds were
given to those affected and all disabled cards were re-
placed. Freedom Pass holders had to apply to their local
authority for replacement passes (as these are not man-
aged by TfL).[98]

A further system failure occurred two weeks later on
25 July 2008, when pay as you go cards were not read
properly.[99]

2.11.6 The difference between pay-as-you-
go and Travelcards

Transport for London promoted the Oyster card at launch
with many adverts seeking to portray it as an alternative
to the paper Travelcard. In late 2005 the Advertising
Standards Authority ordered the withdrawal of one such
poster which claimed that Oyster pay as you go was “more
convenient” than Travelcards with “no need to plan in ad-
vance”. The ASA ruled that the two products were not
directly comparable, mainly because the pay as you go
facility was not valid on most National Rail routes at the
time.[100][101]

Transport for London has made a significant surplus from
excess fares deducted for those travelling using PAYG
and failing to touch out as they exit stations. According
to information obtained under the Freedom of Informa-
tion Act[102] TfL made £32m from pay as you go cards of
which £18m was maximum fares for failing to touch out.
Only £803,000 was paid in refunds, showing that whilst
customers can apply for a refund, most do not. The max-
imum fares for failing to touch out were introduced late
2006.[103]

2.11.7 Validity on National Rail

Until the availability of Oyster pay-as-you-go on the
whole of the National Rail suburban network in January
2010, the validity of PAYG was not consistent across
different modes of transport within London, and this
gave rise to confusion for Oyster pay-as-you-go users.[104]
Many passengers were caught out trying to use Pay as you
go on rail routes where it was not valid.[105][106]
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On some National Rail routes where pay-as-you-go was
valid, Oyster validators had not been installed at some
intermediate stations. While Oyster pay-as-you-go users
could legally travel along those lines to certain destina-
tions, they were not permitted to board or alight at in-
termediate stations. If their journey began or ended
at an intermediate station, they would be unable to
touch out and consequently be liable for penalty fares or
prosecution.[107][108]

The complexity of Oyster validity on these routes was
criticised for increasing the risk of passengers inadver-
tently failing to pay the correct fare. Criticism was also
levelled at train operating companies for failing to provide
adequate warnings to passengers about Oyster validity on
their routes and for not installing Oyster readers at certain
stations.[109][110]

TfL published guides to the limitations of pay-as-you-
go validity[111] diagrammatic maps illustrating PAYG va-
lidity were published in November 2006 by National
Rail,[112] but these were rarely on display at stations and
had to be obtained from transport websites.[109]

2.11.8 Online and telesales

Oyster card ticket renewals and pay-as-you-go top-ups
made online allow users to make purchases without the
need to go to a ticket office or vending machine. How-
ever there are certain limitations to this system:

• tickets and pay-as-you-go funds can only be added
to the Oyster card from the day after purchase (if
bought online);

• users must select a station or tram stop where they
must touch in or out as part of a normal journey to
complete the purchase (as cards cannot be credited
remotely);

• users must nominate the station in advance – failure
to enter or exit via this station means that the ticket
is not added to the card;

• tickets purchased in this way cannot be added from
a bus reader (due to these not being fixed in a per-
manent location).[31]

2.11.9 Security issues

In June 2008, researchers at the Radboud University
in Nijmegen, the Netherlands, who had previously suc-
ceeded in hacking the OV-chipkaart (the Dutch public
transport chip card), hacked an Oyster card, which is also
based on the MIFARE Classic chip. They scanned a card
reader to obtain its cryptographic key, then used a wire-
less antenna attached to a laptop computer to brush up

against passengers on the London Underground and ex-
tract the information from their cards. With that informa-
tion they were able to clone a card, add credit to it, and use
it to travel on the Underground for at least a day.[113][114]
The MIFARE chip manufacturers NXP Semiconductor
sought a court injunction to prevent the publication of the
details of this security breach, but this was overturned on
appeal.[115]

TheMifare Classic—which is also used as a security pass
for controlling entry into buildings—has been criticised
as having very poor security, and NXP criticised for try-
ing to ensure security by secrecy rather than strong en-
cryption. “The security of Mifare Classic is terrible. This
is not an exaggeration; it’s kindergarten cryptography.
Anyone with any security experience would be embar-
rassed to put his name to the design. NXP attempted
to deal with this embarrassment by keeping the design
secret”.[116] Breaching security on Oyster cards should
not allow unauthorised use for more than a day, as TfL
promises to turn off any cloned cards within 24 hours, but
a clonedMifare Classic can allow entry into buildings that
use this system for security.

2.12 Strategic research

Transport for London, in partnership with academic in-
stitutions such as MIT, has begun to use the data captured
by the Oyster smartcard system for strategic research pur-
poses, with the general goal of using Oyster data to gain
cheap and accurate insights into the behaviour and ex-
perience of passengers. Specific projects include esti-
mation of Origin-Destination Matrices for the London
Underground,[117][118] analysis of bus-to-bus and bus-to-
tube interchange behaviour,[119] modelling and analysis
of TfL-wide fare policy changes,[120] and measurement
of service quality on the London Overground.[121]

2.13 See also
• Contactless smartcards on the railways of Britain

• List of smart cards

• Octopus Card

• Oyster card (pay as you go) on National Rail

• Presto card

• Radio-frequency identification
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2.15 External links
• Official website

• Transport for London

• Transport for London Design Standards

• Transport for London FareFinder
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Chapter 3

OV-chipkaart

The OV-chipkaart is a contactless smart card system
used for all public transport in the Netherlands. The
Dutch abbreviation “OV” stands for “openbaar vervoer”
(public transport). First introduced in the Rotterdam
metro in April 2005, it has subsequently been rolled out
to other areas and travel modes. It fully replaced the na-
tional strippenkaart system for buses, trams and metros
in 2011 and the paper ticket system for rail travel in July
2014.
The OV-chipkaart is available in disposable form (for oc-
casional passengers, such as tourists) and reusable ver-
sions (for frequent travellers, either in anonymous or per-
sonalized forms).

3.1 History and coverage

The OV-chipkaart is a collaborative initiative of five
large public transport operators in the Netherlands: the
main rail operator NS, the bus operator Connexxion and
the municipal transport operators of the three largest
cities: GVB (Amsterdam), HTM (The Hague) and RET
(Rotterdam), though all public transport operators in the
Netherlands now use the system. It is operated through a
joint venture named Trans Link Systems (TLS).
The OV-chipkaart system was first implemented in the
Rotterdam Metro in April 2005. The Amsterdam Metro
followed suit in 2006 by accepting the card as an alter-
native method of payment. All trams and buses in Rot-
terdam accepted the OV-chipkaart from June 2007 on-
wards, and coverage in Amsterdam was extended to all
trams and buses in November 2008. Traditional paper
tickets and the OV-chipkaart were used concurrently in
the Amsterdam and Rotterdam metropolitan areas un-
til mid 2010, when the OV-chipkaart became the only
valid fare system. Paper-based, single-use tickets and the
national strippenkaart system were subsequently phased
out throughout the country on an area-by-area basis. The
strippenkaart system was formally abandoned in Novem-
ber 2011.[2]

Within the national rail system, the principal rail oper-
ator Nederlandse Spoorwegen (NS) started implement-
ing the OV-chipkaart for rail journeys in October 2009.

Regional operators followed suit. Traditional paper tick-
ets were finally abandoned in July 2014 for both NS and
regional rail operators.[3] Single or return tickets, used
by incidental travellers and tourists, are still available at
ticket machines and service counters, but are now loaded
on a disposable OV-chipkaart which means that the ticket
must be validated by “checking in” at a ticket barrier or
card reader before boarding the train.
Since July 2014, the OV-chipkaart has become the only
ticketing system in all public transport in the Netherlands,
although the system has not been adopted on most of the
Frisian Islands and in the Caribbean Netherlands.

3.2 Travelling with the OV-
chipkaart

The OV-chipkaart works in two ways: either as a stored-
value card which is used to travel on pre-loaded credit
(Dutch: reizen op saldo); or as a means of storing so-
called “travel products” (Dutch: reisproducten) such as
single or return rail tickets, day passes, seasonal tickets
and discount plans.

3.2.1 Checking in and out

One “checks in” at the beginning of one’s journey and
“checks out” at the end of the journey by holding the card
in front of an OV-chipkaart card reader. Card readers
are placed at the station entrance (metro and train) or on
board of the vehicle (bus, tram, light rail).[4] A successful
check-in is usually signaled with a green light and a short
beep, while check-out also gives a green light and usually
two short beeps.
When changing between vehicles (e.g. from bus to bus,
bus to tram, bus to train), the user must check out when
leaving the first vehicle and check in when entering the
second vehicle. When transferring between trains ormet-
ros from the same operator (e.g. from NS train to NS
train), checking out and in is not necessary.[5]

When travelling on credit, a deposit is deducted from the
card’s credit balance upon checking in. The amount of
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OV-chipkaart reader in a bus.

Ticket barriers at Amsterdam Centraal railway station.

the deposit is generally €4 for bus, tram and metro jour-
neys. For train journeys, the deposit is €20, although
with some discount plans loaded on the card, the deposit
is only €10. Upon checking out, the deposit is automat-
ically refunded to the card with the price of the journey
deducted. The journey price consists of a basic fare and a
fare-per-kilometer. The basic fare is only calculated once
per journey, whichmeans that only the per-kilometer fare
is calculated after transferring to another vehicle (pro-
vided that no more than 35 minutes have passed checking
out and in). Journey fares vary regionally and are deter-
mined periodically by regional transport boards.
The deposit is not refunded if the user fails to check out

at the end of the journey. As this normally means that
the user pays more than the quoted fare for a journey, the
deposit system aims to deter misuse of the system. In the
event of a machine failure (e.g. if all card validators are
out of service), the excess fee paid can be claimed back
from the transport operator.

3.2.2 Use on trains and metros

Larger metro stations in Amsterdam and Rotterdam as
well as the larger railway stations in the Netherlands are
only accessible by passing through a ticket barrier. These
barriers are designed to make access to the platforms (and
therefore any vehicle) impossible without checking in be-
forehand. When checking in at a ticket barrier, the gates
are opened after a deposit has been collected from the
stored value on the passenger’s OV-chipkaart or when
an appropriate travel product has been acknowledged. If
no travel product (such as a single or return journey) has
been loaded or no deposit can be collected because of in-
sufficient funds on the card, the ticket barriers will refuse
to open and access to the station is denied. Since tradi-
tional paper tickets will continue to be used for some rail
journeys, such as for international travel or in case of e-
tickets, at least one ticket barrier will be equipped with
both an OV-chipkaart reader and a barcode reader. The
latter can be used to open the gate by scanning the square
barcode on paper tickets.[6]

Smaller railway and metro stations are often not equipped
with ticket barriers. Instead, free-standing validator units
(card readers) are used for checking in and out. While
ticket barriers are either programmed for checking in or
for checking out, depending on whether the turnstile is
used for entering or leaving a station, free-standing units
can be used for both checking in and out.
During a rail or metro journey, conductors or ticket in-
spectors use mobile card readers to verify whether pas-
sengers have properly checked in with their OV-chipkaart
before boarding.

3.2.3 Use on buses, trams and light rail

All buses, trams and RandstadRail (light rail) vehicles
have card readers on board, located near the doors within
the vehicle itself (except on trams in Utrecht, where card
readers are placed at the tram stops). On most buses
and trams in the Netherlands, passengers are required to
board at a door near the driver or conductor, which allows
for the check-in process to be monitored. As checking
out and leaving the vehicle is more difficult to monitor,
passengers travelling on credit can evade part of their fare
by checking out before the vehicle has arrived at the stop
or station where they intend to alight. It is for this reason
that ticket inspections continue to take place randomly.
Forgetting to check out when disembarking a vehicle will
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cause a passenger to lose their check-in deposit. The
screens on card validators and ticket barriers will display
the amount deducted from the stored credit and remain-
ing balance when a passenger checks out.

3.3 Technology

As all public transport operators use their own card readers for
checking in and out, passenger transferring from one operator to
another must first check out with the first operator and then check
in with the second operator.

The first OV-chipkaarts were based on Mifare technol-
ogy, developed by NXP Semiconductors. The anony-
mous and personal versions of the card used Mifare Clas-
sic 4K chips, protected from unlawful access by security
keys known only to the vendor. The disposable, single-
use cards used the cheaper Mifare Ultralight chips that do
not employ any encryption, and can be read by anyone.
The Mifare Crypto-1 encryption algorithm was believed
to have been cracked in 2007.[7] Further hacking re-
ports in 2010 and 2011 and several technological re-
views made it clear that the original chip technology was
not sufficiently secure. Since 2011, card operator TLS
has been issuing cards based on the more fraud-resistant
Infineon SLE 66 microcontroller.[8] From 2012, TLS has
upgraded to the Infineon SLE 77 technology.[9]

3.4 Types of cards

The OV-chipkaart is available in three versions: the
disposable OV-chipkaart, the anonymous OV-chipkaart,
and the personal OV-chipkaart. Disposable cards are for
one-time or short-period use, the latter two types valid
for five years and can be used as a stored-value card, also
known as electronic purse or e-purse.

Ticket machine at railway station offering the possibility to obtain
a disposable OV-chipkaart, comparable to the traditional paper
singles and returns.

3.4.1 Disposable OV-chipkaart

The disposable version of the OV-chipkaart (Dutch: een-
malige chipkaart or wegwerpkaart) is made of thick pa-
per, suitable for short use. It can only be used for simple
travel products (such as single or return journeys on trains
or unlimited travel on a city or regional network for a cer-
tain period of time). Since it cannot be topped up with
credit, it is not usuable as a stored-value card. Dispos-
able tickets are intended for passengers who use public
transport infrequently. Journey fares are normally higher
when travelling on a disposable chipcard rather than on a
reusable (anonymous or personal) OV-chipkaart.
Disposable train or metro tickets must be purchased be-
fore boarding at a ticket machine or service counter and
validated by checking in at a ticket barrier or validator
unit (card reader). For train journeys, the traditional pa-
per singles and returns have been replaced by dispos-
able OV-chipkaart tickets as of July 2014.[10] Because
of a surcharge of €1 for rail journeys on a disposable
chipcard, frequent travellers are encouraged to travel on
pre-loaded credit with a reusable anonymous or personal
OV-chipkaart. Since July 2014, international rail tickets
are also issued in the form of disposable chipcards when
purchased at at Dutch railway station, but without a sur-
charge. Traditional paper tickets for international travel
purchased online or abroad will remain valid.
For bus and tram journeys, disposable tickets are avail-
able at ticket machines or on board and must also be val-
idated by checking in and out.

3.4.2 Anonymous OV-chipkaart

The anonymous OV-chipkaart (Dutch: anonieme OV-
chipkaart) is a reusable, credit-card-sized card for pas-
sengers who travel more frequently. It is sold at public
transport ticket machines and service counters for a one-
time fee, normally €7.50. Unlike the disposable version,
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it can be used as a stored-value card: users travel on pre-
loaded credit and pay per kilometer. The credit balance
(saldo) of the card is “topped up” at vending machines at
stations or shops. It can be used on all modes of transport
and with all transport operators immediately after load-
ing credit. For travel on pre-loaded credit on NS trains,
however, cards purchased at vending machines of other
transport operators much first be activated once at an NS
ticket machine by adding credit to the balance.[11]

Yellow vending machines, found at supermarkets or tobacco
shops, to be used to top up OV-chipkaart credit.

An anonymous OV-chipkaart must have a minimum
credit balance of €4 for travel on buses, trams andmetros
and €20 for trains in order to be able to “check in” at a
ticket barrier or card reader at the beginning of the jour-
ney. The appropriate journey price is calculated when
checking out at the end of each journey. The card is
transferable between persons, although only one person
can use an anonymous OV-chipkaart at any one time.
Anonymous cards can also be used to store a limited num-
ber of non-personalized travel products, such as one-hour
or day passes for specific public transport systems. For
example, the Amsterdam public transport operator GVB
offers day passes valid for up to seven days which can
be loaded on an anonymous card or purchased on a dis-
posable card, but season tickets can only be loaded on a
personal OV-chipkaart.[12]

3.4.3 Personal OV-chipkaart

The personal OV-chipkaart (Dutch: persoonlijke OV-
chipkaart) is similar to the anonymous version of the OV-
chipkaart in the sense that it can be used as a stored-value
card to travel on pre-loaded credit. In addition, it can
be used to load seasonal passes, discount plans and other
travel products of a period longer than a single month or
travel products which are only available to specific groups,
such as older persons or students. A personal card is non-
transferable and is issued with a photograph and date of
birth of the user. The card can be cancelled with the
credit being blocked in case it is lost or stolen, and it
can be set to automatically top up (Dutch: automatisch
opladen) when the electronic purse credit drops below a
certain level.
Personal OV-chipkaarts are issued by card operator TLS
for a one-time fee, normally €7.50. It can be applied
for online at the OV-chipkaart website or by paper ap-
plication form provided by a public transport operator.
Some transport operators provide personal cards for free
when purchasing seasonal passes or discount plans, with
the pass or plan already loaded on the card. The per-
sonal OV-chipkaart is intended for use by residents of
the Netherlands, as a Dutch permanent address and bank
account must be provided when applying for a card. Res-
idents of Belgium, Germany and Luxembourg can apply
for a personal OV-chipkaart by using a Dutch bank ac-
count or PayPal. If payment is processed with PayPal,
however, it will not possible to use the automatic top-up
feature.[13]

3.5 Issues and criticisms

The implementation of the OV-chipkaart system in all
public transport systems in the Netherlands has proven
to be a complex and time-consuming project. The pro-
cess, which started in 2005 and was finally completed in
2014, has been plaged with cost-overruns, delays because
of technical difficulties, planning and co-ordination prob-
lems, and resistance from consumer groups and politi-
cians because of concerns over the safety and user-
friendliness of the system, resulting in waning public
support.[14] Nevertheless, as passengers are becoming ac-
customed to the smard card system, recent surveys pub-
lished by card operator TLS indicate that user satisfaction
is increasing.[15]

3.5.1 Passengers not checking out

Passengers travelling on pre-loaded credit must always
check out at the end of their journey in order for the
deposit, which was deducted upon check-in, to be re-
imbursed to their OV-chipkaart. While checking out is
unavoidable at railway or metro stations closed off with
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ticket barriers, stations with free-standing validator units
as well as trams and buses can be exited without check-
ing out. An estimated 2% of occasional passengers and
0.5% of frequent travellers forget to check out.[16] Even
though passengers can reclaim their deposit, many are not
aware of their failure to check out. In addition, the reim-
bursement procedure requires submitting a paper or on-
line form with the transport operator concerned[17] which
some passenger consider too cumbersome in relation to
the amount lost. An investigation commissioned by pas-
senger associations showed that the check-out problem
results in an estimated profit of nearly €23 mln a year
for public transport operators. About half of this amount
would go to NS as the principle rail operator. Trans-
port operators have questioned the validity of the num-
bers, claiming the total amount is not more than a few
million euros and that they are willing to reimburse lost
deposits. However, an NS spokesperson responded, “the
travelers who have forgotten to check out have to an-
nounce themselves”.[18]

The check-out problem was one of the reasons for the
Rotterdam public transport operator RET to begin an
experiment in March 2014 with travelling on account,
whereby OV-chipkaart users do not need to pre-load
credit or maintain a minimum balance for the deposit to
be deducted, but receive a bill for their journeys at the
end of the month.[19]

3.5.2 Privacy concerns

Privacy has been a major subject of debate from the start
of the OV-chipkaart implementation process. The OV-
chipkaart system allows for collecting travel data and con-
necting those to personal data of passengers, thereby cre-
ating an opportunity for public transport operators and
card operator TLS to track passengers or build an im-
age of an individual’s travel behaviour. Travel data are
collected and stored by both TLS and the public trans-
port operator concerned. Under the OV-chipkaart pri-
vacy policy, data are stored for a maximum of 18 months
in accordance with the Dutch Data Protection Act.[20]

After an investigation by the Dutch Data Protection Au-
thority in 2007 of the effect of the system in the Am-
sterdam metro, it concluded that the Amsterdam public
transport operator GVB violated Dutch privacy legisla-
tion by storing personal and travel data together. In re-
sponse, GVB and other operators decided to store these
sets of data separately. By doing so, the Data Protection
Authority concluded, “the risk of the unlawful monitor-
ing of individual people’s travel behaviour will be limited
considerably.”[21]

In a lawsuit brought by a group of students against main
rail operator NS in 2012, the district court in Utrecht
ruled that NS did not act unlawfully by required stu-
dents to check in and check out when travelling on their
government-sponsored public transport pass, which could

only by used when loaded on a personal OV-chipkaart.
The rail operator, the court concluded, had a legitimate
reason for mandating the check-in process, because it was
a reasonable way of ensuring that passengers have a valid
title for their journey.[22]

In 2012, the Dutch Data Protection Authority found that
rail operator NS violated privacy legislation by using per-
sonal data for marketing purposes. Passengers wanting to
use their anonymous OV-chipkaart to travel on NS trains
were required to activate their card via the NS website.
During the activation process, an e-mail address had to
be provided which was subsequently used for marketing
purposes. The Data Protection Authority stated that pas-
sengers travelling on an anonymous card may reasonably
expect their anonymity to be respected. In response, NS
decided to adjust the activation process in accordance
with the ruling. Entering an e-mail address is now no
longer required when activating an anonymous card for
NS travel.[23]

3.5.3 Security

Independent technological reviews and several hacking
attempts continue to draw attention to the security and
safety of the OV-chipkaart system. In 2007, students at
the University of Amsterdam discovered several vulner-
abilities in the disposable, single-use chipcard technol-
ogy used by municipal transport operator GVB, which
allowed for the cards to be reprogrammed for unlimited
use. Card operator TLS was able to fix the software bug
which allowed for such interference.[24] German hack-
ers reported later that year that the security code of the
MIFARE Classic chips used for anonymous and personal
OV-chipkaarts could easily be hacked with technology
available for less than 100 euros.[25] A security analy-
sis by the Netherlands Organisation for Applied Scien-
tific Research (TNO), commissioned early 2008 by TLS
in response to the hacking claims, concluded that the
MIFARE Classic chipcard should indeed be replaced be-
cause of serious security shortcomings, but that urgent
migration to a more secure and better encrypted chip
technology was not necessary because of the low value
of OV-chipkaarts for criminal exploitation. A counter
expertise review by the Information Security Group at
Royal Holloway, University of London, commissioned by
the Dutch Ministry of Transport, Public Works and Wa-
ter Management, concluded that the TNO report under-
estimated (later acknowledged by TNO itself) the risk of
more systematic hacking attempts in the future and the
ease with which these could be carried out, as well as the
loss of confidence in the system this may cause with pas-
sengers. The review recommended a replacement of all
existing chip cards in circulation to be completed at the
time the OV-chipkaart systemwas to be implemented na-
tionally in 2009 and, in the long term, that phased migra-
tion of different card types to newer chip technology was
important to keep the system future-proof.[26]

https://en.wikipedia.org/wiki/Nederlandse_Spoorwegen
https://en.wikipedia.org/wiki/Rotterdamse_Elektrische_Tram
https://en.wikipedia.org/wiki/Trans_Link_Systems
https://en.wikipedia.org/wiki/Gemeentelijk_Vervoerbedrijf
https://en.wikipedia.org/wiki/Nederlandse_Spoorwegen
https://en.wikipedia.org/wiki/Nederlandse_Spoorwegen
https://en.wikipedia.org/wiki/Universiteit_van_Amsterdam
https://en.wikipedia.org/wiki/Gemeentelijk_Vervoerbedrijf
https://en.wikipedia.org/wiki/Trans_Link_Systems
https://en.wikipedia.org/wiki/MIFARE
https://en.wikipedia.org/wiki/Netherlands_Organisation_for_Applied_Scientific_Research
https://en.wikipedia.org/wiki/Netherlands_Organisation_for_Applied_Scientific_Research
https://en.wikipedia.org/wiki/Trans_Link_Systems
https://en.wikipedia.org/wiki/MIFARE
https://en.wikipedia.org/wiki/Royal_Holloway


3.8. REFERENCES 35

When the Royal Holloway review was presented to the
Dutch House of Representatives in April 2008, co-
ordinating state secretary Huizinga expressed doubt as
to whether the planning for the national roll-out of the
OV-chipkaart and subsequent phasing out of the tradi-
tional paper ticketing systems, which was set to be com-
pleted by January 1, 2009, was still realistic. The gov-
ernment majority in the House nevertheless voted to con-
tinue with the roll-out process after a parliamentary com-
mittee visit to London where lawmakers had discussions
with Transport for London officials and representatives
of consumer organisation London TravelWatch about the
technical features of the Oyster Card, which operates on
the same chip technology.[27] Nevertheless, it took until
October 2011 until the phase-out of the traditional pa-
per tickets for buses, metros, and trams was completed in
all regios. Despite new publications that year of success-
ful hacking attempts as well as fraud schemes,[28] trans-
port minister Schultz concluded that the card was safe
enough to fully replace the thirty-year old strippenkaart
system.[29]

Later in 2011, it appeared that TLS had started issuing a
new version of the OV-chipkaart, which no longer uses
the Dutch MIFARE chip but a chip manufactured by the
German semiconductor company Infineon.[30] In 2013,
TLS reported that because of this new chip, fraud had
been reduced to a mimimum.[31]

3.6 Awards

In April 2007, the OV-chipkaart received a Computer-
world Honors Program Laureate award.[32]

3.7 See also
• List of smart cards

• Oyster card - a similar scheme in London, United
Kingdom
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Chapter 4

MIFARE

MIFARE is the NXP Semiconductors-owned trademark
of a series of chips widely used in contactless smart cards
and proximity cards. According to the producers, bil-
lions of smart card chips and many millions of reader
modules have been sold.[1] The technology is owned by
NXP Semiconductors (spin off from Philips Electronics
in 2006) with headquarters in Eindhoven, Netherlands,
and main business sites in Nijmegen, Netherlands, and
Hamburg, Germany.
The MIFARE name covers proprietary technologies
based upon various levels of the ISO/IEC 14443 Type
A 13.56 MHz contactless smart card standard.

4.1 Variants

The technology is embodied in both cards and readers
(also referred to as a Proximity Coupling Device which is
suitable to use).
The MIFARE name (derived from the term MIkron
FARE Collection System) covers seven different kinds
of contactless cards:

MIFARE Classic employ a proprietary protocol com-
pliant to parts (but not all) of ISO/IEC 14443-3
Type A, with an NXP proprietary security protocol
for authentication and ciphering.

MIFARE Ultralight low-cost ICs that employ a propri-
etary protocol compliant to ISO/IEC 14443-3 Type
A.

MIFARE Ultralight C the first low-cost ICs for
limited-use applications that offer the benefits of an
open Triple DES cryptography

MIFARE DESFire are smart cards that comply to
ISO/IEC 14443-4 Type A with a mask-ROM op-
erating system from NXP.

MIFARE DESFire EV1 includes AES encryption.

MIFARE DESFire EV2 includes MIsmartApp, Trans-
action MAC, Unlimited Applications

MIFARE Plus drop-in replacement for MIFARE Clas-
sic with certified security level (AES 128 based)

MIFARE SAM AV2 secure access module that pro-
vides the secure storage of cryptographic keys and
cryptographic functions

4.1.1 MIFARE Classic

The MIFARE Classic card is fundamentally just a mem-
ory storage device, where the memory is divided into seg-
ments and blocks with simple security mechanisms for
access control. They are ASIC-based and have limited
computational power. Thanks to their reliability and low
cost, those cards are widely used for electronic wallet,
access control, corporate ID cards, transportation or sta-
dium ticketing.
The MIFARE Classic 1K offers 1024 bytes of data stor-
age, split into 16 sectors; each sector is protected by two
different keys, called A and B. Each key can be pro-
grammed to allow operations such as reading, writing,
increasing value blocks, etc. MIFARE Classic 4K of-
fers 4096 bytes split into forty sectors, of which 32 are
same size as in the 1K with eight more that are quadruple
size sectors. MIFARE Classic mini offers 320 bytes split
into five sectors. For each of these card types, 16 bytes
per sector are reserved for the keys and access conditions
and can not normally be used for user data. Also, the very
first 16 bytes contain the serial number of the card and
certain other manufacturer data and are read only. That
brings the net storage capacity of these cards down to 752
bytes for MIFARE Classic 1k, 3440 bytes for MIFARE
Classic 4k, and 224 bytes for Mini. It uses an NXP pro-
prietary security protocol (Crypto-1) for authentication
and ciphering.
The Samsung TecTile NFC tag stickers use MIFARE
Classic chips. This means only devices with an NXP
NFC controller chip can read or write these tags. At the
moment BlackBerry phones, the Nokia Lumia 610 (Au-
gust 2012[2]), the Google Nexus 4 andNexus 10 (October
2013[3]) can't read/write TecTile stickers.
MIFARE Classic encryption has been compromised; see
below for details.
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4.1.2 MIFARE Ultralight and MIFARE
Ultralight EV1

TheMIFAREUltralight has only 512 bits ofmemory (i.e.
64 bytes), without cryptographic security. The memory
is provided in 16 pages of 4 bytes. Cards based on these
chips are so inexpensive it is often used for disposable
tickets for events such as the Football World Cup 2006.
It provides only basic security features such as one-time-
programmable (OTP) bits and a write-lock feature to pre-
vent re-writing of memory pages but does not include
cryptography as applied in other MIFARE based cards.
MIFARE Ultralight EV1[4] introduced in November
2012 the next generation of paper ticketing smart card IC
for limited-use applications that offers solution develop-
ers and operators the maximum flexibility for their tick-
eting schemes and additional security options. It comes
with several enhancements above the original MIFARE
Ultralight

• 384 and 1024 Bits user memory product variants

• OTP, Lock Bits, configurable counters for improved
security

• Three independent 24-bit-one-way counters to stop
reloading

• Protected data access through 32-bit password

• NXP Semiconductors originality signature function,
this is an integrated originality checker and is an ef-
fective cloning protection that helps to prevent coun-
terfeit of tickets.

Key applications:

• Limited-use tickets in public transport

• Event ticketing (stadiums, exhibitions, leisure parks)

• Loyalty

4.1.3 MIFARE Ultralight C

Introduced at the Cartes industry trade show in 2008,
MIFARE Ultralight C is part of NXP’s low-cost MI-
FARE offering (disposable ticket). With Triple DES,
MIFARE Ultralight C uses a widely adopted standard,
enabling easy integration in existing infrastructures. The
integrated Triple DES authentication provides an effec-
tive countermeasure against cloning.
Key features:

• Fully compliant with ISO/IEC 14443 parts 1-3,
Type A (including anti-collision)

• 1536 bits (192 bytes) EEPROM memory

• Protected data access via 3-pass Triple DES authen-
tication

• Memory structure as in MIFARE Ultralight (pages
of 4 byte)

• Backwards compatibility toMIFAREUltralight due
to compatible command set

• 16 bit one-way counter

• Unique 7 bytes serial number (UID)

Key applications for MIFARE Ultralight C are Public
Transportation, Event Ticketing, Loyalty and NFC Fo-
rum Tag Type 2.

4.1.4 MIFARE DESFire

The MIFARE DESFire (MF3ICD40) was introduced in
2002 and is based on a core similar to SmartMX, with
more hardware and software security features than MI-
FARE Classic. It comes pre-programmed with the gen-
eral purpose MIFARE DESFire operating system which
offers a simple directory structure and files. They are sold
in four variants: one with Triple-DES only and 4 KB of
storage, and three with AES (2, 4 or 8 KB; see MIFARE
DESFire EV1). The AES variants have additional se-
curity features, e.g., CMAC. MIFARE DESFire uses a
protocol compliant with ISO/IEC 14443-4.[5] The card
is based on an 8051 processor with 3DES/AES crypto
accelerator, making very fast transactions possible.
The maximal read/write distance between card and
reader is 10 centimetres (3.9 in), but actual distance de-
pends on the field power generated by the reader and its
antenna size.
In 2010 NXP announced the discontinuation of the MI-
FARE DESFire (MF3ICD40) after it had introduced its
successor MIFARE DESFire EV1 late 2008. In Oc-
tober 2011 researchers of Ruhr University Bochum[6]

announced that they had broken the security of MI-
FARE DESFire (MF3ICD40), which was acknowledged
by NXP.,[7] see DESFire Attacks

4.1.5 MIFARE DESFire EV1

(previously called DESFire8)
New evolution of MIFARE DESFire card, broadly back-
wards compatible. Available with 2 KB, 4 KB and 8 KB
NV-Memory. Other features include:

• Support for random ID

• Support for 128-bit AES

• Hardware and Operating System is Common Crite-
ria certified at level EAL 4+
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MIFARE DESFire EV1 was publicly announced in
November 2006.
Key applications:

• Advanced public transportation

• Access management

4.1.6 MIFARE DESFire EV2

New evolution of MIFARE DESFire card, broadly back-
wards compatible.[8] New features include:

• MIsmartApp enabling to offer or sell memory space
for additional applications of 3rd parties without the
need to share secret keys

• Transaction MAC to authenticate transactions by
3rd parties

• Virtual Card Architecture for privacy protection

• Proximity check against relay attacks

MIFARE DESFire EV2 was publicly announced in
November 2013

4.1.7 MIFARE Plus

MIFARE Plus is a replacement card for the MIFARE
Classic. It provides an easy upgrade of existing infras-
tructures toward high security. Data management is iden-
tical to the MIFARE Classic; however, the security man-
agement requires the modification of the installed reader
base. Other features include:

• 2 Kbytes or 4 Kbytes of memory

• 7 or 4 bytes UID, with optional support for random
UID

• Support for 128-bit AES

• Common Criteria certified at level EAL 4+

• MIFARE Plus S for simple migration or MIFARE
Plus X with many eXpert commands

• Security upgrade with cards in the field.

Key applications:

• Public Transportation

• Access management, e.g. employee, school or cam-
pus cards

• Electronic toll collection

• Car parking

• Loyalty programs

It is less flexible than MIFARE DESFire EV1.
MIFARE Plus was publicly announced in March 2008
with first samples in Q1 2009.[9]

MIFARE Plus, when used in older transportation sys-
tems that do not yet support AES on the reader side,
still leaves an open door to attacks. Though it helps to
mitigate threats from attacks that broke the Crypto-1 ci-
pher through the weak random number generator, it does
not help against brute force attacks and cryptoanalytic
attacks.[10] During the transition period from MIFARE
Classic to MIFARE Plus where only a few readers might
support AES in the first place, it offers an optional AES
authentication in Security Level 1 (which is in fact MI-
FARE Classic operation). This does not prevent the at-
tacks mentioned above but enables a secure mutual au-
thentication between the reader and the card to prove that
the card belongs to the system and is not fake.

4.1.8 MIFARE SAM AV2

MIFARE SAMs are not contactless smartcards. They
are Secure access modules designed to provide the se-
cure storage of cryptographic keys and cryptographic
functions for terminals to access the MIFARE products
securely and to enable secure communication between
terminals and host (backend). MIFARE SAMs are avail-
able from NXP in the contact-only module (PCM 1.1) as
defined in ISO/IEC 7816−2 and the HVQFN32 format.
Key features:

• Compatible with MIFARE portfolio solutions

• Supports MIFARE, 3DES and AES cryptography

• Key diversification

• Secure download and storage of keys

• 128 key entries

• ISO/IEC 7816 baud rate up to 1.5 Mbit/s

• X-mode functionality

Integrating a MIFARE SAM AV2 in a contactless smart
card reader enables a design which integrates high-end
cryptography features and the support of crypto authen-
tication and data encryption/decryption. Like any SAM,
it offers functionality to store keys securely, and perform
authentication and encryption of data between the con-
tactless card and the SAM and the SAM towards the
backend. Next to a classical SAM architecture the MI-
FARE SAM AV2 supports the X-mode which allows a
fast and convenient contactless terminal development by
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connecting the SAM to the microcontroller and reader IC
simultaneously.
MIFARE SAM AV2 offers AV1 mode and AV2 mode
where in comparison to the SAM AV1 the AV2 ver-
sion includes Public Key Infrastructure (PKI), Hash func-
tions like SHA-1, SHA-224, and SHA-256. It supports
MIFARE Plus and a secure host communication. Both
modes provide the same communication interfaces, cryp-
tographic algorithms (Triple-DES 112-bit and 168-bit
key, MIFARE Crypto1, AES-128 and AES-192, RSA
with up to 2048-bit keys), and X-mode functionalities.

4.2 Applications

MIFARE products can be used in different
applications:[11]

• Automated fare collection system

• ID Cards

• Access Management (Corporate Access, Home Ac-
cess, Hotel Access, Smart Lock, Logical Access,
used for Identification or Section Control)

• Campus cards (Identification, Access, Copy ma-
chines, Vending Machines, Micropayment at Cafe-
terias, Transportation...)

• Loyalty cards (reward points)

• Tourist cards

• Micropayment(Mobile wallet, contactless payment,
cashless payment)

• Road tolling

• Transport ticketing

• Event ticketing

• Mobile ticketing

• Citizen card

• Membership cards

• Parking

• Library cards

• Fuel cards

• Hotel key cards

• NFC Tag(NFC apps, MIFARE4Mobile)

• Taxi cards

• Smart meter

• Museum Access Cards

• Product Authentication

• Production control

• Health cards

• Ferry Cards

• Car rentals

• Fleet Management

• Amusement parks

• Bike rentals

• Blood donor cards

• Information services

• Interactive exhibits

• Interactive lotteries

• Password storage

• Smart advertising

• Social welfare

• Waste management

Former most access systems used MIFARE Classic but
today these systems switch to MIFAREDESFire because
this product has more security than MIFARE Classic.

4.3 History
• 1994—MIFAREClassic 1k contactless technology
introduced.

• 1996 — First transport scheme in Seoul using MI-
FARE Classic 1k.

• 1997 — MIFARE PRO with Triple DES
coprocessor introduced.

• 1999 —MIFARE PROX with PKI coprocessor in-
troduced.

• 2001 — MIFARE UltraLight introduced.

• 2002 — MIFARE DESFire introduced,
microprocessor based product.

• 2004 — MIFARE DESFire SAM introduced, se-
cure infrastructure counterpart of MIFARE DES-
Fire.

• 2006 — MIFARE DESFire EV1 is announced as
the first product to support 128-bit AES

• 2008 — MIFARE Plus is announced as a drop-in
replacement for MIFARE Classic based on 128-bit
AES
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• 2008 — MIFARE Ultralight C is introduced as pa-
perticket IC featuring Triple DES Authentication

• 2010 — MIFARE SAM AV2 is introduced as se-
cure key storage for readers AES, Triple DES, PKI
Authentication

• 2012—MIFAREUltralight EV1 introduced, back-
wards compatible to MIFARE Ultralight but with
extra security.

• 2013—MIFARE DESFire EV2 is announced with
improved performance, security&privacy andmulti-
application support

MIFARE was developed by Mikron; the name stands
for MIkron FARE-collection System. It was acquired by
Philips in 1998. Mikron sourced silicon from Atmel in
the US, Philips in the Netherlands, and Siemens in Ger-
many.
Infineon Technologies(then Siemens) licensed MIFARE
from Mikron in 1994[12] and developed both stand alone
and integrated designs with MIFARE compatible func-
tions. Infineon currently produces various derivatives
based on MIFARE technology including 1K memory
(SLE66R35) and various microcontrollers (8 bit (SLE66
series), 16 bit (SLE7x series), and 32 bit (SLE97 series)
with MIFARE emulations, including devices for use in
USIM with Near Field Communication.[13]

Motorola tried to develop MIFARE-like chip for wired-
logic version but finally gave up. The project expected one
million cards per month for start, but that fell to 100,000
per month just before they gave up the project.[14]

In 1998 Philips licensed MIFARE to Hitachi[15] Hitachi
licensed MIFARE for the development of the contact-
less smart card solution for NTT’s IC telephone card
which started in 1999 and finished in 2006. In the
NTT contactless IC telephone card project, three par-
ties joined: Tokin-Tamura-Siemens, Hitachi (Philips-
contract for technical support), and Denso (Motorola-
only production). NTT asked for two versions of chip,
i.e. wired-logic chip (like MIFARE Classic) with small
memory and big memory capacity. Hitachi developed
only big memory version and cut part of the memory to
fit for the small memory version.
The deal with Hitachi was upgraded in 2008 by NXP ( by
then no longer part of Philips) to include MIFARE Plus
andMIFAREDESFire to the renamed semiconductor di-
vision of Hitachi Renesas Technology.[16]

In 2010 NXP licensed MIFARE to Gemalto. In 2011
NXP licensed Oberthur to use MIFARE on SIM cards.
These licensees are developing Near Field Communica-
tion products[17][18]

4.4 Security of MIFARE Classic,
MIFARE DESFire and MI-
FARE Ultralight

The encryption used by the MIFARE Classic card uses a
48 bit key.[19]

A presentation by Henryk Plötz and Karsten Nohl[20] at
the Chaos Communication Congress in December 2007
described a partial reverse-engineering of the algorithm
used in the MIFARE Classic chip. Abstract and slides[21]
are available online. A paper that describes the process of
reverse engineering this chip was published at the August
2008 USENIX security conference.[22]

In March 2008 the Digital Security[23] research group of
the Radboud University Nijmegen made public that they
performed a complete reverse-engineering and were able
to clone and manipulate the contents of an OV-Chipkaart
which is a MIFARE Classic card.[24] For demonstration
they used the Proxmark device, a 125 kHz / 13.56 MHz
research instrument.[25] The schematics and software are
released under the free GNU General Public License by
Jonathan Westhues in 2007. They demonstrate it is even
possible to perform card-only attacks using just an ordi-
nary stock-commercial NFC reader in combination with
the libnfc library.
The Radboud University published three scientific papers
concerning the security of the MIFARE Classic:

• A Practical Attack on the MIFARE Classic

• Dismantling MIFARE Classic

• Wirelessly Pickpocketing a MIFARE Classic Card

In response to these attacks, the DutchMinister of the In-
terior and Kingdom Relations stated that they would in-
vestigate whether the introduction of the Dutch Rijkspas
could be brought forward from Q4 of 2008.[26]

NXP tried to stop the publication of the second article
by requesting a preliminary injunction. However, the in-
junction was denied, with the court noting that, “It should
be considered that the publication of scientific studies
carries a lot of weight in a democratic society, as does in-
forming society about serious issues in the chip, because
it allows for mitigating of the risks.”[27][28]

Both independent research results are confirmed by the
manufacturer NXP.[29] These attacks on the cards didn't
stop the further introduction of the card as the only
accepted card for all Dutch public transport the OV-
chipkaart continued as nothing happened[30] but in Oc-
tober 2011 the company TLS, responsible for the OV-
Chipkaart announced that the new version of the card will
be better protected against fraud.[31]

The MIFARE Classic encryption Crypto-1 can be bro-
ken in about 200 seconds on a laptop,[32] if approx. 50
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bits of known (or chosen) key stream are available. This
attack reveals the key from sniffed transactions under cer-
tain (common) circumstances and/or allows an attacker to
learn the key by challenging the reader device.
The attack proposed in[33] recovers the secret key in about
40 ms on a laptop. This attack requires just one (partial)
authentication attempt with a legitimate reader.
Additionally there are a number of attacks that work di-
rectly on a card and without the help of a valid reader
device.[34] These attacks have been acknowledged by
NXP.[35] In April 2009 new and better card-only attack
on MIFARE Classic has been found. It was first an-
nounced at the Rump session of Eurocrypt 2009.[36] This
attack was presented at SECRYPT 2009.[37] The full de-
scription of this latest and fastest attack to date can also
be found in the IACR preprint archive.[38] The new at-
tack improves by a factor of more than 10 all previous
card-only attacks on MIFARE Classic, has instant run-
ning time, and it does not require a costly precomputa-
tion. The new attack allows to recover the secret key of
any sector of MIFARE Classic card via wireless interac-
tion, within about 300 queries to the card. It can then
be combined with the nested authentication attack in the
Nijmegen Oakland paper to recover subsequent keys al-
most instantly. Both attacks combined and with the right
hardware equipment such as Proxmark3, one should be
able to clone any MIFARE Classic card in not more than
10 seconds. This is much faster than previously thought.
DESFire Attacks
In October 2011 David Oswald and Christof Paar of
Ruhr-University in Bochum, Germany, detailed how they
were able to conduct a successful “side-channel” attack
against the card using equipment that can built for nearly
$3,000. called “Breaking Mifare DESFire MF3ICD40:
Power Analysis and Templates in the Real World,”[39]
They stated that System integrators should be aware of
the new security risks that arise from the presented at-
tacks and can no longer rely on the mathematical security
of the used 3DES cipher. Hence, in order to avoid, e.g.
manipulation or cloning of smartcards used in payment or
access control solutions, proper actions have to be taken:
on the one hand, multi-level countermeasures in the back-
end allow to minimize the threat even if the underlying
RFID platform is insecure,” In a statement[40] NXP said
that the attack would be difficult to replicate and that they
had already planned to discontinue the card at the end of
2011. NXP also stated “Also, the impact of a successful
attack depends on the end-to-end system security design
of each individual infrastructure and whether diversified
keys – recommended by NXP – are being used. If this
is the case, a stolen or lost card can be disabled simply
by the operator detecting the fraud and blacklisting the
card, however this operation assumes that the operator
has those mechanisms implemented. This will make it
even harder to replicate the attack with a commercial pur-
pose,”

Ultralight Attack
In September 2012 a security consultancy Intrepidus[41]
demonstrated at the EU SecWest event in Amsterdam,[42]
that MIFARE Ultralight based fare cards in the New Jer-
sey and San Francisco transit systems can be manipulated
using an Android application, enabling travelers to reset
their card balance and travel for free in a talk entitled
“NFC For Free Rides and Rooms (on your phone)".[43]
Although not a direct attack on the chip but rather the
reloading of an unprotected register on the device, it al-
lows hackers to replace value and show that the card is
valid for use. This can be overcome by having a copy
of the register online so that values can be analysed and
suspect cards hotlisted. NXP have responded by pointing
out that they had introduced the MIFARE Ultralight C in
2008 with 3DES protection and in November 2012 intro-
duced the MIFARE Ultralight EV1[44] with three decre-
ment only counters to foil such reloading attacks.

4.5 Considerations for systems in-
tegration

For systems based on contactless smartcards (e.g. pub-
lic transportation), security against fraud relies on many
components, of which the card is just one. Typically, to
minimize costs, systems integrators will choose a rela-
tively cheap card such as a MIFARE Classic and con-
centrate security efforts in the back office. Additional
encryption on the card, transaction counters, and other
methods known in cryptography are then employed to
make cloned cards useless, or at least to enable the back
office to detect a fraudulent card, and put it on a blacklist.
Systems that work with online readers only (i.e., read-
ers with a permanent link to the back office) are easier
to protect than systems that have offline readers as well,
for which real-time checks are not possible and blacklists
cannot be updated as frequently.

4.6 See also

• RFID

• Physical security

• NFC

• Smart card

4.7 Places that use MIFARE tech-
nology
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4.7.1 Transportation

4.7.2 Application References

4.7.3 Institutions

• Linkoping university, Sweden - Student/staff ID, ac-
cess control, library, copy/print, student discount,
payments

• London School of Economics - Access control (Un-
protected Mifare Classic 1k)

• New College School in Oxford - Building access.

• Imperial College London - Staff and student ID ac-
cess card in London, UK.

• Cambridge University[102] - Student/Staff ID and ac-
cess card, library card, canteen payments in some
colleges[103]

• University of Warwick - Staff and student ID card
and separate Eating at Warwick stored value card in
Coventry, UK.

• Regent’s College, London - Staff and student ID ac-
cess card in London, UK.

• Bucknell University - Student ID access card in
Lewisburg, Pennsylvania.

• University of New South Wales - Student ID access
card.

• University of Alberta - Staff OneCard trial currently
underway.

• Northumbria University - Student/Staff building and
printer access.

• City University of Hong Kong - Student/Staff build-
ing, Library, Amenities Building.

• Hong Kong Institute of Vocational Education - Stu-
dent ID card, attendance, library, printers and com-
puters access.

• University of Bayreuth - Student ID card and can-
teen card for paying.

• University of Ibadan, Nigeria - Student ID card and
Examination Verification andAttendance.(Solutions
Colony Ltd)

• BOWEN University,Iwo, Nigeria - Student ID
card and Examination Verification and Atten-
dance.(Solutions Colony Ltd)

• Afe Babalola University, Ado-Ekiti, Nigeria - Stu-
dent ID card and Examination Verification and At-
tendance.(Solutions Colony Ltd)

• Achievers University, Owo, Nigeria - Student
ID card and Examination Verification and Atten-
dance.(Solutions Colony Ltd)

• Adekunle Ajasin University, Akungba, Ondo State,
Nigeria - Student ID card and Examination Verifi-
cation and Attendance.(Solutions Colony Ltd)

• Auchi Polytechnic, Auchi, Nigeria - Student ID
card and Examination Verification and Atten-
dance.(Solutions Colony Ltd)

• University College Hospital, Ibadan (UCH), Nigeria
- Student ID card and Staff Attendance.(Solutions
Colony Ltd)

• Federal University of Technology, Minna, Niger
State (FUTM), Nigeria - Student ID card and Ex-
amination Verification and Attendance.(Solutions
Colony Ltd)

• Benson Idahosa University, Benin City, Edo State
(BIU), Nigeria - Student ID card and Examination
Verification and Attendance.(Solutions Colony Ltd)

• Federal University of Technology, Akure, Ondo
State (FUTA), Nigeria - Student ID card and Ex-
amination Verification and Attendance.(Solutions
Colony Ltd)

• Covenant University, Nigeria - Student ID card and
Examination Verification andAttendance.(Solutions
Colony Ltd)

• Lead City University, Nigeria - Student ID card and
Examination Verification andAttendance.(Solutions
Colony Ltd)

• Hogeschool-Universiteit Brussel, Belgium - Student
ID card, canteen card for paying, library and build-
ing access.

• Southampton University - Student ID card, library
and building access - Mifare Classic 4K.

• Delft University of Technology, Netherlands - Stu-
dent/Staff ID card, staff coffee machines, lockers,
printers and building access.

• Dresden University of Technology, Germany -
Building access, canteen card for payment

• Chemnitz University of Technology, Germany -
Student ID card

• Leipzig University, Germany - Student ID card, can-
teen card for payment

• Freiberg University of Mining and Technology,
Germany - Student/Stuff ID card, building access,
canteen card for payment

• University of Jena, Germany - Student/Staff ID
card, building access, canteen card for payment
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• Technical University of Denmark, Denmark - Stu-
dent ID card, building access

• University of Duisburg-Essen, Germany - Stu-
dent/Staff ID card, library access, canteen card for
payment

• Disney Infinity - figure and power disc bases

• Walt Disney World Resort - used for tickets, Disney
Dining Plan, and room key access

• University of Northampton - Car park access, build-
ing access - Mifare Classic 1K.

• Assumption University (Thailand), Thailand - Stu-
dent/Staff ID card, library and computers access,
canteen, transportation and parking payment, elec-
tion verification - Mifare Classic 4K
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4.11 Text and image sources, contributors, and licenses

4.11.1 Text
• Smart card Source: http://en.wikipedia.org/wiki/Smart_card?oldid=632175354 Contributors: AxelBoldt, Mav, Amillar, Sabre23t, Nate

Silva, Ray Van De Walker, Heron, Olivier, NTF, Edward, Patrick, Michael Hardy, Wshun, Haakon, Mac, Jpatokal, Ahkitj, Samw, EdH,
Lee M, Scanos, Mulad, Novum, Crissov, Reddi, Fuzheado, Zoicon5, Jburati, David.Monniaux, Phil Boswell, Robbot, RedWolf, Alten-
mann, Greudin, Wanawit, Nurg, Roscoe x, Jondel, Christopherwoods, Wereon, Tobias Bergemann, Giftlite, B7342, DavidCary, Jyril,
StevenS757, Dinomite, Tom harrison, Elryks, Bobblewik, Edcolins, Mgream, Ran, Juntung, Beland, Mako098765, Wehe, Stobs, Si-
monLyall, Gscshoyru, Paparodo, Gleam, Fg2, Sonett72, Daevatgl, Maikel, Imroy, Pmsyyz, Cfailde, Gejigeji, ArnoldReinhold, Gronky,
Violetriga, Evice, Mwanner, The bellman, Joaocastro, WhiteTimberwolf, Agoode, BrokenSegue, Polluks, Logariasmo, ClementSeveillac,
Zachlipton, Andrewpmk, Lee S. Svoboda, ProhibitOnions, Stephan Leeds, Voltagedrop, Vuo, Versageek, Instantnood, Netkinetic, HenryLi,
Ceyockey, Buu, Brycen, Jeffrey O. Gustafson, Woohookitty, Jimbreen, Jpers36, Armando, Pedrovaz, Taiwan Junior, Brentdax, Jeff3000,
Isnow, Wayward, Justin Ormont, Allen3, Skoganov, Matkey, King of Hearts (old account 2), BD2412, Ryan Norton, Sjakkalle, Rjwilmsi,
Rogerd, Suryasuharman, JHMM13, Gudeldar, Vegaswikian, Alll, Taboo Tongue, Dacs, Gavinatkinson, Titoxd, FlaBot, Mochafella, An-
skas, Shultzc, Crazycomputers, RexNL, Gurch, Benjwong, Metropolitan90, Slimey.limey, Loco830, UkPaolo, Siddhant, YurikBot, Hairy
Dude, RussBot, Hede2000, Hydrargyrum, Gseguin, Barefootguru, Gaius Cornelius, Shaddack, Msoos, Janke, Nick, Albedo, JRG, Mal-
colma, RoS, Syrthiss, DeadEyeArrow, Groink, Tomheer, Mendicott, Trisreed, Funс, Pietdesomere, Barry.Hochfield@Ecebs.com, Petri
Krohn, TheGuruTech, Fram, Exit2DOS2000, Samuel Blanning, Luk, SmackBot, Bobet, John Silvestri, Shark80, Verne Equinox, Sti-
fle, Elk Salmon, Marketing, Schmiteye, Chris the speller, Endroit, Bluebot, Thumperward, Morte, Wikisamh, Silly rabbit, Geo an-
droid, Octahedron80, Robth, Sb617, Carnesc, Melrin, Frap, OrphanBot, Bolivian Unicyclist, Agschwen, Dreadstar, DylanW, Woodysee,
Uidzero, Ck lostsword, Kuru, Khazar, Jidanni, Kamenlitchev, Robferrer, Goodnightmush, Nobunaga24, Waggers, Gigawatt, Peter Horn,
Jide4525, KJS77, Quaeler, BananaFiend, Iridescent, Sameboat, CapitalR, O1ive, Courcelles, Pjbflynn, Tawkerbot2, Xell42, Kwagle, Cm-
drObot, Leopheard, GeorgeLouis, Prog Nathous, Bill.albing, Dgw, WeggeBot, Jac16888, HalJor, Fredhopper, Gogo Dodo, Travelbird,
Khatru2, Bobo12345, Nuwewsco, Rider kabuto, FF7Sephiroth, Thijs!bot, Tehue, Marek69, Yettie0711, Mohitm, Andykitchen, Kraka-
toaKatie, Rees11, AntiVandalBot, Luna Santin, Widefox, Ansett, Fayenatic london, Malcolm, Kzaral, Spartaz, Lfstevens, CyberBoris,
MER-C, Geobio, Networktech, Joelwjohnson, Rupp2, Magioladitis, Tandrasz, Ishi Gustaedr, Think outside the box, Actividentity, Excre-
tion, Sirap bandung, Anilsaxena, Donsez, Matt.smart, Tiuks, Baristarim, Berlo84, Lost tourist, Escorial82, Wannabecanuck, Greengym,
Mrp1961, Arjun01, Masoris, Shack, CommonsDelinker, Nono64, J.delanoy, Rlsheehan, Brest, Ginsengbomb, Lses78, Patentinfo, Midori3,
Skunkyoplait, Ryan Postlethwaite, FlyingOko, Largoplazo, MetsFan76, Cometstyles, R Math, Beatnick2, Thinked, Adam7117, Viento,
Cralar, Hellno2, Luciopaiva, VolkovBot, ABF, Gmoose1, Jennavecia, AlnoktaBOT, Gotencool, Doyen850, TXiKiBoT, Francisgrevy, Ma-
linaccier, Technopat, LeaveSleaves, Sushiya, Billinghurst, Michaeldsuarez, Falcon8765, Cdi-online, Sfc1885, Optimisteo, MikeKn, Nip
stone, SieBot, Tiddly Tom, Gerakibot, Yintan, 3m0t10n, Jvs, Mat du Lac, OKBot, POMInc, Kiplinght, Engst03, ImageRemovalBot,
Dbnicol, ClueBot, Ficell, PipepBot, Broadya, The Thing That Should Not Be, PLA y Grande Covián, Merlingpk, Pairadox, Jmdupont,
Mild Bill Hiccup, GlobalPlatform, Namazu-tron, Puchiko, AbuZayd, Reloohcs, Milindlokde, Gnome de plume, Oneidman, Singh001175,
SoxBot, Dekisugi, Omar1984, AGFA, Suyogaerospace, Thingg, 1ForTheMoney, Dank, Thesydneyknowitall, Ginbot86, XLinkBot, Fastily,
Gwandoya, Mitch Ames, Kurniasan, Dsimic, Gudra4u, Kbdankbot, Addbot, Speer320, Edward Longshanks, Ghettoblaster, Jafeluv, Nick-
elless, Ronhjones, Arianaa30, John Chamberlain, Inventusa, RTG, Glane23, Lightbot, Knguyeniii, Zorrobot, Spacemonkey007, Zeugma
fr, Legobot, Kalaiventhan b, Overtom, Yobot, Ptbotgourou, Fanfwah, Koman90, AnomieBOT, AdjustShift, Materialscientist, Danno
uk, Eugene wonghk, Victor Middlesex, Xqbot, Zad68, Crookesmoor, DataWraith, Smannai, Kareersoft786, Nmesisgeek, Davidsteed,
Jgeorge60, Alainr345, Ejrubio, LivingBot, 2e1a0, FrescoBot, Surv1v4l1st, Borisio, Mvent697, BenzolBot, A little insignificant, Roland
Moreno, Tiggerchen, Winterst, Pinethicket, Fat&Happy, Reconsider the static, ActivExpression, Hnguyen322, Pratheekrebala, Lotje, Kom-
missärMatthäi, Vrenator, Clarkcj12, Miracle Pen, Pocket, U7a, Anyonehere, Keegscee, Alipur7, RjwilmsiBot, Sargdub, TjBot, Ripchip
Bot, EmausBot, John of Reading, Tsdek, Tommy2010, Mmeijeri, Wikipelli, Dcirovic, LinuxAngel, Diether 386, Sbmeirow, PetjaTouru,
EdoBot, Matthias.buchner, Kexline, Rocketrod1960, Cqui, ClueBot NG, Bped1985, David O. Johnson, Kasirbot, Widr, JordoCo, Blue-
viper99, Nobody118, Iskhak956, Helpful Pixie Bot, 2nightingale, Eleventh1, TEXHNK77, Dc352, BBCLCD, AdvancedSmartcardTech-
nology, Sindhu123, Chmarkine, Tigran Hovsepyan, Armandobasile, Jay.weigall1, TheJJJunk, Jamshaidshaikh, EagerToddler39, Prince
Doebler, Cheolsoo, Mac Smart Card, The Anonymouse, Faizan, Alan, Fduchatelet, Lfdder, Sms1sms1, Monkbot, A8v, Swiminpolo,
Christilden and Anonymous: 604

• Oyster card Source: http://en.wikipedia.org/wiki/Oyster_card?oldid=632031695 Contributors: Caltrop, Roybadami, Edward, SGBailey,
Tompagenet, Ahoerstemeier, DavidWBrooks, Arwel Parry, Jdforrester, Scott, Kierant, Maximus Rex, Morwen, Ed g2s, Nabeel, Chrism,
Moondyne, Nurg, Henrygb, Timrollpickering, Sheridan, J.Rohrer, Superm401, Andy, Ringbark, Bobblewik, Tagishsimon, Gugganij,
Isidore, Pinnecco, Saxsux, Woggly, 159753, Mgream, Juntung, Beland, Nzseries1, Hammersfan, Histrion, MRSC, Darksun, Frankier-
oberto, GreenReaper, Adashiel, Zoganes, Grstain, Chris j wood, Discospinster, Rich Farmbrough, Naive cynic, ArnoldReinhold, Andrew-
black, Geoking66, DS1953, Tom, AnyFile, Rje, Sam Korn, Pharos, Jumbuck, Sully, Rd232, Andrew Gray, Mailer diablo, Saga City,
ProhibitOnions, Dtcdthingy, Tony Sidaway, Geraldshields11, Gingerblokey, Thryduulf, Boothy443, Youknowyouloveit, Pol098, Brentdax,
Prashanthns, Mandarax, DavidCane, PinkPig, Rjwilmsi, Tawker, Miserlou, SimonMenashy, AlisonW, NRTurner, PkerUNO, Schumin-
Web, Anskas, Barrykas, Eyebee, Aslate, Penguin, Kellergraham, Benlisquare, Jared Preston, Tonync, Staticfish, Rapido, TFoxton, Eraser-
head1, Pip2andahalf, Lincolnite, Jenks1987, Wiki alf, Jaxl, Bossrat, Nick, RFBailey, Nate1481, Deckiller, Jdan m, Raysacks, Mattdick-
inson, Greaterlondoner, Dbratton, Jcrook1987, Bods, Cloudbound, Chase me ladies, I'm the Cavalry, Willkm, Mike1024, Back ache,
JLaTondre, Ajuk, Mrdini, Thomas Blomberg, Kingboyk, DVD R W, Version-3-point-1, A bit iffy, SmackBot, Thelem, DOuG, Stifle,
Mauls, Marktreut, Seann, Betacommand, Anwar saadat, Achmelvic, Thumperward, JaT, Mdwh, Hgrosser, Sprocketonline, Frap, Shashi
verma, OrphanBot, Azumanga1, Kinders, Agschwen, Cybercobra, Jklin, Bob Castle, Deiz, LDHan, Tesseran, Ohconfucius, JLogan, Via
strass, Gobonobo, JohnI, Sir Nicholas de Mimsy-Porpington, Joendrup, Fkmd, Martinp23, Peter Horn, Nakedcellist, Cnbrb, Jeppi, Irides-
cent, Sameboat, Wow fab groovy, Jt spratt, Wikidwitch, Tawkerbot2, M4tth3wg, Lee Stanley, Peeky44, Hamish2k, Spr12ian, Imcdnzl,
Jberanek, DanielRigal, Birdhurst, Simply south, Rahulswarnkar, Cydebot, Hydraton31, Future Perfect at Sunrise, MBRZ48, Oosoom,
Travelbird, Corcorda, Oxyman42, GetThePapersGetThePapers, Thijs!bot, Epbr123, Vertium, Gamenews6, Ray harris1989, StopBob,
AntiVandalBot, WinBot, SummerPhD, Kbthompson, Malcolm, Bliksim, Hassocks5489, Bigjimr, Thundernlightning, Bearly541, Mau-
ritsvink, Boleslaw, Magioladitis, Harvey5150, Tomhannen, Chesdovi, Nick Cooper, Tomcakes, Sirap bandung, Lukecarpenter169, JaGa,
Nankai, Ricardv46, Lost tourist, MartinBot, Rettetast, Reggy73, Nono64, AgarwalSumeet, J.delanoy, Pharaoh of the Wizards, Johnnay-
lor, Henry.nutter, Ivan Scott Warren, AdamMillerchip, Cometstyles, Mirithing, Denham331, B0YC0TT, Andy Marchbanks, Million Mo-
ments, Squids and Chips, Donsherio, 28bytes, TreasuryTag, Gottago, JakeMirame, Thomas d stewart, Kevin Steinhardt, Artybrad, Cw23,

http://en.wikipedia.org/wiki/Smart_card?oldid=632175354
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AlistairMann, Jbgladstone, RaseaC, Hopefully acceptable username, Pafcool2, Jpmaytum, GavinTing, CrossHouses, IAmTheSquidThing,
Laura McIntosh, SteveMcSherry, S M Woodall, Tbo 157, Acps110, Mikewhit21, Ajn91, Jimthing, Aspects, Adam37, Steven Zhang,
Stephen Shaw, Vicarvictor, MarkMLl, Rob1970, Jkw220, ImageRemovalBot, Martarius, ClueBot, Miuet, Silhign, Malpass93, Ivanberti,
Auntof6, Sifu-keith, WilliamF1, Muro Bot, B.Zsolt, El bot de la dieta, DineshAdv, Jtle515, Btline, 2, Antalope, The Baroness of Mor-
den, Benk1342, Tomosqwery, DumZiBoT, C.fuhrmann, Dylanfromthenorth, Mitch Ames, TFOWR, Likelife, Daniel.Newbould, Addbot,
Pauley123, Blethering Scot, Download, LaaknorBot, Gail, Zorrobot, Ettrig, CountryBot, Ben Ben, Luckas-bot, Yobot, Fraggle81, PPP,
Triquetra, Maxí, WestNab, Koman90, AnomieBOT, 1exec1, Jeni, LilHelpa, MauritsBot, Xqbot, Crookesmoor, Nitrxgen, KaySL, Br-
layz, 223fms, FrescoBot, Alarics, D'ohBot, HJ Mitchell, Macaronlover, Citation bot 1, Oystershells, Pinethicket, Jonesey95, Romazur,
JaJaWa, Full-date unlinking bot, Reconsider the static, Cnwilliams, MattRogowski, Jakejt87, Patsmith1959, RjwilmsiBot, Ripchip Bot,
Lopifalko, Nhajivandi, HouseCleaningTime, Itsphil, Andrew McCrum, Savh, ZéroBot, Polly Tunnel, H3llBot, Vanished 1850, JTW4, Tar-
garyen, ClueBot NG, ZXM18, DieSwartzPunkt, Widr, North Atlanticist Usonian, BG19bot, Frze, Michael Barera, Ashbadana, Philpill691,
Richardpeterlyons148, BattyBot, Coolem, W5toarchway, Khazar2, Atkins17, Elsatch, Vz4FbJFCLT33hVqMXMkgRH, Captain Cornwall,
Alexandermichael79 and Anonymous: 389

• OV-chipkaart Source: http://en.wikipedia.org/wiki/OV-chipkaart?oldid=629973793 Contributors: Patrick, Mtcv, Qui1che, Rich Farm-
brough, Sladen, Scotthatton, Gary, GL, Gpvos, GiovanniS, EasyTarget, Woohookitty, TobyJ, Ground Zero, Kolbasz, Wavelength, Hawai-
ian717, Malcolma, Nikkimaria, Jeroen Mirck, Stifle, Jeremyb, Amakuru, Cydebot, BetacommandBot, Thijs!bot, Magioladitis, Fallon
Turner, CommonsDelinker, Mike V, Kevin Steinhardt, SergioGeorgini, Bicycle bell, Deresser, Colwing, Svick, Czarkoff, Sun Creator,
Alibobar, Hobbema, Addbot, Handige Harrie, Yobot, PPP, AnomieBOT, Tdls, Xqbot, PabloCastellano, Pauloszz, FrescoBot, Taweetham,
DrilBot, BluLex, Lotje, ErikvanB, John of Reading, Dewritech, GoingBatty, Sassospicco, Targaryen, Snotbot, Editør, Frietjes, BG19bot,
Tonkie, Aaron-Tripel, Markym07931, Khazar2, Orgelfan, A6tf3t, Filedelinkerbot and Anonymous: 37

• MIFARE Source: http://en.wikipedia.org/wiki/MIFARE?oldid=632279212 Contributors: Sabre23t, Edward, Randomned, Mulad, Stein-
sky, Finlay McWalter, Gidonb, Superm401, Tobias Bergemann, David Gerard, Dave6, Arved, Tweenk, Matt Crypto, Mgream, Maxi-
maximax, Indolering, Abdull, VT hawkeye, Bender235, Lexw, Andrewpmk, Henryk Plötz, PicoMedia, Postrach, Xanthar, Kam Solusar,
Tabletop, Wikiklrsc, Ashok.A-K, Marudubshinki, BD2412, Qwertyus, Josh Parris, Rjwilmsi, Angusmclellan, HectorH, FlaBot, Bgwhite,
Ecemaml, Widdma, Madcoverboy, Msoos, Welsh, Uni4dfx, Haikz, Rwalker, Kander, Shiroi Hane, SmackBot, Elk Salmon, GBL, Bluebot,
Miquonranger03, Jdthood, Frap, Shaolin128, Via strass, SpamMan, Shlomke, JHunterJ, Citicat, Jide4525, Mr Chuckles, Cydebot, Bdragon,
Thijs!bot, Tomasf, OrenBochman, Nick Number, Alan nishioka, Malvineous, Dimawik, Yamattora, Normanr, Magioladitis, Tomhannen,
Skew-t, Excretion, Sirap bandung, HaraldWelte, R'n'B, Marsilies, Noccy80, Gfcittolin, Andareed, Mokgen, VolkovBot, Wikiwide, Andy
Dingley, AlleborgoBot, SieBot, TJRC, VVVBot, Purbo T, General kaiden, Rkarlsba, Karl2620, Go2Null, SpaceKnight, Domcdom, Wurm-
Woode, Heracletus, Mrgs123, L.tak, Tuchomator, Iohannes Animosus, Gnowxilef, Bagunceiro, C.fuhrmann, XLinkBot, Eelamstylez77,
Mitch Ames, Oranviri, Boopolo, Addbot, Mortense, Michielvan, Download, Lightbot, Luckas-bot, Yobot, Legobot II, Rfidsec, Semso00,
AnomieBOT, DemocraticLuntz, Tdls, Brightgalrs, Toetoetoetoe, Ghaneipour, Marubeni, FrescoBot, Qgluca, Citation bot 1, Sockbr, Mstro-
goff, Nicasmic, Sastofugi, Sufeiteng, Jesse V., Wkp123, John of Reading, WikitanvirBot, Pazuchoi, Dserodio, Hamberthm, Andres Rojas,
Etjeremy, Rol-mich, Wingman4l7, Nincenzo, SimonLiebing, Semiuser, Snotbot, DieSwartzPunkt, 2nightingale, BG19bot, Gsbabil, Space
Rubbish, Clipu, Tonkie, Rimnadze, Mjacquinot, Michael Maader, EdwardH, Kobalt01, Torfr, Devadvance, Jan Echt, Jeremyjm, Master-
mindreloaded, Abevac, Solutionscolony, SmartTechProduction, Monkbot, Merispollar and Anonymous: 231

4.11.2 Images
• File:13-06-27-gouda-by-RalfR-004.jpg Source: http://upload.wikimedia.org/wikipedia/commons/7/7b/

13-06-27-gouda-by-RalfR-004.jpg License: CC-BY-3.0 Contributors: Own work Original artist: © Ralf Roletschek - Fahrradtechnik und
Fotografie

• File:Ambox_current_red.svg Source: http://upload.wikimedia.org/wikipedia/commons/9/98/Ambox_current_red.svg License: Public
domain Contributors: self-made, inspired by Image:Gnome globe current event.svg, using Image:Information icon3.svg and Image:Earth
clip art.svg Original artist: penubag, Tkgd2007 (clock)

• File:Australia_Bank_Paypass_Card.png Source: http://upload.wikimedia.org/wikipedia/commons/a/a7/Australia_Bank_Paypass_
Card.png License: CC0 Contributors: Originally uploaded on en.wikipedia Original artist: Originally uploaded by Kahhoek (Transferred by
Zeugma_fr)

• File:BSicon_AETRAM.svg Source: http://upload.wikimedia.org/wikipedia/commons/e/e2/BSicon_AETRAM.svg License: Public do-
main Contributors: Own work Original artist: User:Sameboat

• File:BSicon_BOOT.svg Source: http://upload.wikimedia.org/wikipedia/commons/5/50/BSicon_BOOT.svg License: Public do-
main Contributors: This vector image includes elements that have been taken or adapted from this: <a href='//commons.
wikimedia.org/wiki/File:BSicon_TRAJEKT.svg' class='image' title='Source SVG image'><img alt='Source SVG image'
src='//upload.wikimedia.org/wikipedia/commons/thumb/c/c3/BSicon_TRAJEKT.svg/20px-BSicon_TRAJEKT.svg.png' width='20'
height='20' srcset='//upload.wikimedia.org/wikipedia/commons/thumb/c/c3/BSicon_TRAJEKT.svg/30px-BSicon_TRAJEKT.svg.png
1.5x, //upload.wikimedia.org/wikipedia/commons/thumb/c/c3/BSicon_TRAJEKT.svg/40px-BSicon_TRAJEKT.svg.png 2x' data-file-
width='500' data-file-height='500' /></a> BSicon TRAJEKT.svg. Original artist: Erik Baas

• File:BSicon_BUS.svg Source: http://upload.wikimedia.org/wikipedia/commons/2/2c/BSicon_BUS.svg License: Public domain Contrib-
utors: Own work Original artist: Jake the Editor Man

• File:Beckenham_Junction_tramstop_look_west_with_Tram_2543.JPG Source: http://upload.wikimedia.org/wikipedia/commons/7/
7a/Beckenham_Junction_tramstop_look_west_with_Tram_2543.JPG License: CC-BY-SA-3.0 Contributors: Own work Original artist:
Sunil060902

• File:Canary_wharf_ticket_barrier.jpg Source: http://upload.wikimedia.org/wikipedia/commons/c/c8/Canary_wharf_ticket_barrier.
jpg License: CC-BY-SA-3.0 Contributors: Own work Original artist:
This image was taken by Kenneth Jorgensen (gallery).
Please attribute this image with “Kenneth Jorgensen”.
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